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Executive summary

This deliverable presents an updated and comprehensive overview of the Impact Generation Strategy
developed within the ENDURANCE project. As the project transitions into its second phase, this document
consolidates insights from the first months of implementation and sets out a forward-looking roadmap to
maximise impact through strategic exploitation, communication, stakeholder engagement, policy
outreach, standardisation and impact assessment efforts.

The report begins with an introduction outlining the purpose and structure of the deliverable and its
interconnections with other work packages. It then presents the exploitation-related activities carried out
under Tasks 11.1 and 11.4, focusing on the methodologies for identifying Key Exploitable Assets (KEAs),
developing exploitation plans, conducting IP mapping, and defining commercialisation pathways. The
document also summarises the work under Tasks 11.2 and 11.3, which cover the project’s communication
and dissemination strategy, policy outreach, and contributions to standardisation efforts.

Finally, the report describes the impact assessment methodology developed in Task 11.5, which defines
the framework and indicators used to monitor, evaluate, and optimise the project’s results. The deliverable
concludes with a summary of key findings and an outlook on the next steps to further enhance the impact
of ENDURANCE activities.
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Introduction

Purpose of the deliverable

This deliverable represents the first update of the Impact Generation Strategy within the framework of the
ENDURANCE project. It consolidates the initial analyses and methodologies developed during the first
project phase and sets the foundation for the activities that will follow, including the Impact Assessment
Methodology to be presented in D11.3 at Month 21 and the final impact assessment, business plan, and
sustainability roadmap, which will be delivered at Month 36.

The purpose of this deliverable is to define the mechanisms through which ENDURANCE aims to generate
tangible, measurable, and sustainable impact, at scientific, technological, societal, and policy levels. It
aligns closely with the project’s overarching objectives to strengthen risk awareness, enhance the
resilience of critical infrastructures (Cl), support the uptake of innovative tools, and contribute to the
refinement of relevant European and national policies.

Within this context, the deliverable introduces the initial Intellectual Property Rights (IPR) management
framework and the establishment of the IPR registry, providing the foundation for managing and
protecting knowledge generated within the project. It also presents the first outcomes of innovation
management activities, which start in Phase 1 and continue into Phase 2, including the identification of
Key Exploitable Assets (KEAs) and the early steps towards their commercialisation. A preliminary
exploitation and sustainability strategy is developed, based on an analysis of market potential, industry
trends, key players, and business scenarios.

Finally, it introduces the impact assessment framework, including the indicators, metrics, tools, and
evaluation methodology to be used for systematically measuring the project’s results, considering the
perspectives, needs, and priorities of both partners and stakeholders.

Document structure

The document is structured to reflect the full range of impact-oriented activities and strategic planning
across several interconnected domains. It begins by reaffirming the impact vision and objectives, and it
outlines the current approach to impact generation, including stakeholder involvement, cross-project
collaboration, and early exploitation planning.

The initial part introduces the overall impact strategy, outlining the project’s objectives, vision, and
approach to impact generation, complemented by a detailed stakeholder mapping and analysis that
categorises primary, secondary, and tertiary stakeholders according to their roles, influence, and expected
benefits from the project’s outcomes.

Following this, the deliverable presents the efforts undertaken in each task under WP11, including the
exploitation and innovation strategy, a dedicated section on communication, dissemination and
standardisation and policy outreach and the impact assessment approach.
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Relation to other Work Packages

Impact-related activities under WP11 are closely interconnected with several technical and horizontal
Work Packages within the ENDURANCE project. These interactions ensure the exploitation strategies are
grounded in real-world testing, validation, and stakeholder feedback. These interactions ensure that
exploitation strategies are grounded in real-world testing, validation, and stakeholder feedback, while
methodologies, tools, and frameworks developed in other WPs are effectively disseminated,
commercialised, and packaged for research, market, and regulatory adoption.

WP11 collaborates with WP1 and WP2 on strategic collaboration and cooperation, supporting
engagement with critical infrastructure operators, EU regulatory bodies, and cybersecurity agencies to
strengthen alignment with European priorities. It also works closely with WP3 and WP4, which focus on
roadmap development, defining the technical and strategic direction for risk assessment models, Al-driven
resilience strategies, and federated data-sharing frameworks. Insights from these activities directly inform
exploitation planning and stakeholder engagement strategies.

Strong synergies exist with WP5 and WP6, which develop the project’s disruption resilience enablers,
including Al-powered risk assessment tools, predictive analytics platforms, and digital twin technologies.
WP11 ensures that these innovations are effectively promoted, commercialisation-ready, and integrated
into existing resilience platforms for Cl operators and cybersecurity firms. Similarly, WP7 and WP8 deliver
disruption resilience services, such as risk mitigation mechanisms, Al-driven alert systems, and decision-
support tools. WP11 supports the uptake of these services by ensuring they are market-ready, aligned with
EU cybersecurity standards, and accessible to operators and national authorities.

Collaboration with WP9 and WP10 focuses on large-scale pilots and validation activities, which provide
real-world stress tests, simulation-based training, and incident response exercises. WP11 ensures that
lessons learned from these pilots are documented, refined, and positioned for adoption by industry
stakeholders and policymakers. In addition, WP11 aligns closely with WP12 on project coordination and
compliance, ensuring that IPR strategies, licensing models, and commercialisation pathways are fully
compliant with EU legal frameworks. Finally, synergies with WP13 ensure that exploitation and
communication activities adhere to the highest standards of ethics, data protection, and security best
practices, particularly when handling sensitive critical infrastructure data.
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Overall impact strategy

Objectives and vision

The Impact Generation Strategy of the ENDURANCE project is designed to maximise the scientific,
technological, societal, and policy impact of the project’s outcomes. Its primary objectives focus on
strengthening risk awareness, supporting policy refinement, facilitating the uptake of innovative tools and
services, and mapping the current resilience landscape, which serves as a baseline for assessing the added
value and contributions of ENDURANCE.

The overarching vision of the impact strategy is to enhance the resilience of essential services across the
European Union by enabling Critical Infrastructure (Cl) authorities and operators to better anticipate,
assess, and respond to a wide range of risks. By equipping stakeholders with knowledge, tools, and
collaborative frameworks, ENDURANCE aims to foster a stronger, more adaptive ecosystem capable of
addressing cyber, physical, and hybrid threats effectively.

ENDURANCE seeks to ensure that its solutions, methodologies, and recommendations are not only
adopted within the project but also integrated into operational environments, policy frameworks, and
standardisation initiatives at both European and national levels. By doing so, the project strives to deliver
tangible, measurable, and lasting impact, supporting evidence-based policymaking, strengthening
stakeholder collaboration, and fostering innovation in risk management and resilience planning.

Impact generation approach

ENDURANCE adopts a proactive, multi-dimensional approach to impact generation, aiming to ensure that
project outcomes are effectively transferred to relevant stakeholders, integrated into operational
environments, and aligned with evolving policy and market needs. This approach is rooted in early
engagement with end-users, continuous alignment with EU resilience policies, and the strategic
mobilisation of communication, dissemination, exploitation, and innovation activities. The impact
generation strategy is implemented through a coordinated set of efforts across all tasks in Work Package
11.

Exploitation and innovation activities are driven by Task 11.1 and Task 11.4, focusing on the identification
of Key Exploitable Assets (KEAs), the development of exploitation plans, IP mapping and commercialisation
pathways. Specifically, to ensure effective exploitation and IPR management, we have adopted a set of
tools and methodologies to ensure the systematic identification of project assets, the efficient
management and protection of intellectual property rights (IPR) for all consortium partners, and the
establishment of a structured framework for innovation management that will be used in Phase 2. These
tools enable partners to effectively capture, secure, and leverage project knowledge, supporting the
successful transition of results from research to operational and commercial environments.

Complementing these, Tasks 11.2 and 11.3 steer the project’s communication and dissemination efforts,
as well as its policy outreach and standardisation contributions. These efforts ensure that ENDURANCE
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results are widely visible, contextually relevant, and aligned with both current and emerging legislative
frameworks such as the CER and NIS2 Directives.

From a communication and dissemination perspective, ENDURANCE builds its impact generation on a
multi-channel strategy, combining a dynamic project website, targeted use of social media, participation
in events, and scientific publications.

A central element of this approach is ENDURANCE’s commitment to project clustering and cross-project
synergies. As an active member of the ECSCI cluster, the project collaborates closely with related initiatives
to exchange knowledge, harmonise methodologies, and maximise collective impact. Synergies with
projects that have a similar scope, such as SUNRISE and ATLANTIS, are leveraged to strengthen common
efforts in advancing resilience solutions, fostering standardisation, and supporting policy dialogue at the
European level. These collaborations ensure that ENDURANCE’s results do not stand in isolation but
contribute to a broader ecosystem of innovation and uptake.

To ensure that ENDURANCE activities deliver measurable value, Task 11.5 is dedicated to impact
assessment. It establishes the framework for evaluating progress, using both qualitative and quantitative
indicators to monitor how effectively the project generates and sustains impact across its various
dimensions. Through this task, we closely track Key Performance Indicators (KPIs) ensuring continuous
alignment with project objectives. In addition, clear leadership responsibilities have been assigned among
the consortium partners for the management and reporting of these, ensuring that impact generation
remains coordinated and measurable throughout the project’s lifecycle.

Stakeholder mapping and analysis

The ENDURANCE project operates in a multi-stakeholder ecosystem, where various entities, organizations,
and individuals play crucial roles in developing, implementing, and adopting its solutions. Given the
project’s focus on critical infrastructure (Cl) resilience, cybersecurity, and regulatory compliance, it is
essential to categorize and analyze stakeholders based on their roles, influence, and impact on the
project’s success. Stakeholders in ENDURANCE can be classified into primary, secondary, and tertiary
stakeholders, each contributing to different phases of the project’s lifecycle. These stakeholders are
characterized based on factors such as decision-making authority, regulatory influence, operational
involvement, and end-user engagement.

Primary stakeholders (directly impacted and decision-makers)

Primary stakeholders are those who are directly interested in the project’s outcomes and play an active
role in its implementation, governance, or adoption.

These stakeholders include:

e EU and national regulatory bodies: Authorities such as the European Commission, ENISA
(European Union Agency for Cybersecurity), and National Cybersecurity Agencies are key
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enforcers of NIS2 and CER Directive compliance. ENDURANCE should align with policy frameworks,
cybersecurity regulations, and national resilience strategies.

Critical Infrastructure Operators (CIOs): These include energy, telecommunications, healthcare,
water, and public administration organizations that comply with resilience and risk management
regulations. ClOs are direct end-users of ENDURANCE solutions, implementing risk assessment
tools, digital twin models, and predictive security frameworks.

Cybersecurity and Risk Management service providers: Companies specializing in cybersecurity
solutions, threat intelligence, and infrastructure security will be key partners in deploying
ENDURANCE’s Al-powered risk assessment solutions and federated data-sharing platforms.

Secondary stakeholders (Influencers and Technology Enablers)

Secondary stakeholders are moderately involved in the project and play a supportive role in research,
technological advancements, policy recommendations, and standardization efforts. These include:

Academic and Research Institutions: Universities and R&D centers contribute to technological
innovation, policy recommendations, and knowledge transfer. They provide expertise in Al-driven
resilience modeling, cybersecurity methodologies, and digital twin-based risk simulations.

EU-Funded projects and collaborative initiatives: Other Horizon Europe and Digital Europe
Programme projects focused on critical infrastructure security and cybersecurity research will
partner in knowledge exchange, technology validation, and standardization efforts.

Industry Associations and Standardization Bodies: Organizations like ETSI (European
Telecommunications Standards Institute) and 1ISO/IEC Committees are responsible for developing
interoperability standards, security protocols, and compliance frameworks that influence
ENDURANCE’s methodologies and solutions.

Tertiary stakeholders (End-users, beneficiaries, and societal influencers)

Tertiary stakeholders include entities that may not be directly involved in project execution but are
ultimately affected by its outcomes. These stakeholders impact the project’s societal acceptance, policy
adoption, and long-term sustainability.

General public and end-users: Citizens rely on critical infrastructure services such as energy,
healthcare, and transportation. ENDURANCE's effectiveness in ensuring service continuity and
disaster resilience directly benefits public safety and security.

Media, policy think tanks, and advocacy groups: These entities help shape public discourse on
cybersecurity, infrastructure protection, and data privacy. Their role in disseminating project
findings, influencing policy discussions, and advocating for secure and resilient infrastructure
enhances ENDURANCE’s visibility and public trust.
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e Technology vendors and infrastructure suppliers: Companies providing hardware, cloud services,
and cybersecurity tools are potential adopters of ENDURANCE’s solutions, integrating them into
their existing service portfolios.
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Exploitation and Innovation strategy

Exploitable Assets description

ENDURANCE's exploitable assets are classified into technological, methodological, and policy-driven
outputs. These will be utilized by various stakeholders, including Cl operators, EU Member State (MS)
authorities, cybersecurity agencies, technology providers, and researchers.

Technological assets

One of the project's primary technological assets is the development of the Trusted EU CER Data Space,
which will act as a secure and federated data-sharing infrastructure for cross-sector Cl cooperation. This
data space will enable secure data exchange, real-time risk assessment, and incident response while
ensuring compliance with privacy regulations such as GDPR. The infrastructure will facilitate seamless
integration across critical infrastructure sectors, allowing for secure and efficient information sharing
among national authorities, Cl operators, and regulatory bodies.

The project will also deliver a Risk & Resilience Assessment Service, a multi-dimensional risk modeling and
predictive analytics tool that enables Cl operators to anticipate potential disruptions. This service will
incorporate Al-driven early warning and automated response mechanisms, allowing real-time evaluation
of threats across interconnected infrastructures. The platform will provide Cl operators and national
authorities with interactive dashboards, supporting decision-making processes and risk mitigation
strategies.

Another key technological innovation is the large-scale disruption simulation & training platform, providing
Cl stakeholders with Cl-range-based training, serious gaming methodologies, and Al-driven simulation
tools. These platforms will allow infrastructure operators to conduct stress tests and evaluate their
response strategies against cyber and physical threats in a controlled environment. This platform will
enhance preparedness and resilience across different sectors by simulating cascading failures and real-
world attack scenarios.

Additionally, the project will develop digital twin models for Critical Infrastructure, providing virtualized
environments to assess interdependencies between various infrastructure systems. These models will
enable real-time visualization of service disruptions, identify potential vulnerabilities, and evaluate
mitigation measures before implementation. The Digital Twins will be crucial for policymakers and CI
operators to test policy frameworks, perform predictive modeling, and validate security measures in a risk-
free digital space.

Methodological assets

In addition to technological advancements, the project will establish a harmonized European disruption
resilience strategy, providing a comprehensive policy framework for joint risk assessment, response
coordination, and information-sharing among Cl stakeholders. This strategy will define standardized risk
classification methodologies, cross-border cooperation protocols, and resilience measures applicable
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across multiple EU Member States. The objective is to ensure that Cl operators and regulatory agencies
have a consistent approach to assessing and mitigating risks.

Furthermore, the project will develop joint risk assessment methodologies, introducing a multi-layered
risk assessment framework that evaluates the impact of cross-sector threats on Cl resilience. This
methodology will integrate threat modeling, vulnerability analysis, and historical risk data to provide a
robust risk identification and mitigation approach. It will be a foundational tool for national authorities
and Cl operators to conduct comprehensive risk evaluations and enhance situational awareness.

The project will also introduce resilience maturity models & best practices, providing Cl operators with
benchmarking methodologies to assess their resilience levels. These models will help organizations
identify gaps in their risk management practices and implement best practices for strengthening
infrastructure security. The repository of best practices will include case studies, lessons learned from real-
world incidents, and standardized approaches to risk mitigation and incident response.

Policy-driven assets

The ENDURANCE project will contribute to policy recommendations and standardization support, ensuring
that its findings align with EU standardization efforts such as EN 17483-1:2021 for Cl protection. The
project will generate white papers and policy briefs and organize workshops to engage with EU
policymakers, national authorities, and industry stakeholders. Additionally, ENDURANCE will actively
participate in regulatory discussions, contributing recommendations to EU expert groups, including the
Critical Entities Resilience Group (CERG) and the NIS2 Cooperation Group.

The project will also deliver an impact assessment, business plan, and sustainability roadmap, outlining
the commercialization strategy for its technological outputs. The sustainability framework will guide how
project results can be maintained and expanded beyond completion. ENDURANCE will work with
investors, policymakers, and research institutions to ensure its technological and methodological
advancements are widely adopted and continuously improved.

Exploitation pathways

Exploiting ENDURANCE results will follow a multi-dimensional approach, ensuring maximum adoption and
impact. The project’s commercial exploitation strategy will involve technology providers integrating
ENDURANCE enablers into their cybersecurity and resilience offerings. Private sector Cl operators will
adopt the risk assessment and resilience management solutions developed by the project, improving their
ability to detect and respond to threats.

From an institutional and policy adoption perspective, ENDURANCE’s ambition is that national authorities
and regulators will integrate the project’s methodologies into their regulatory frameworks. The
harmonized risk assessment methodologies and resilience strategies developed by ENDURANCE will
enhance the enforcement of the CER and NIS2 directives. ENDURANCE aims to provide inputs that EU
policy forums could incorporate into legislation and best practices, shaping the future of European critical
infrastructure protection.
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ENDURANCE will promote research and open-source collaboration by engaging universities and research
institutions in further innovation efforts. The project’s methodologies and datasets will be available to the
research community, facilitating advancements in risk modeling, Al-driven resilience assessment, and
cybersecurity. Open-access datasets will enable future researchers to build on the project’s findings and
explore new applications for critical infrastructure protection.

IPR management

The Intellectual Property Rights (IPR) management strategy within the ENDURANCE project is designed to
ensure the appropriate identification, protection, and exploitation of intellectual property (IP) generated
throughout the project’s lifecycle, given the project's focus on enhancing Critical Infrastructure (Cl)
resilience, managing knowledge and project results is critical to maintaining data security, compliance with
EU regulations, and the sustainable exploitation of outcomes. This section outlines the approach for
identifying, categorizing, and managing intellectual property assets, establishing ownership structures,
and applying protection mechanisms for project-generated knowledge.

The IPR strategy aligns with the EU Horizon Europe framework, ensuring that results remain available for
exploitation while safeguarding proprietary innovations. Key aspects include defining ownership schemas,
setting clear guidelines on access rights, and ensuring that the generated results contribute to both
commercial and non-commercial adoption. Through a well-structured approach to IPR management,
ENDURANCE will maximize its impact, foster innovation transfer, and ensure the long-term sustainability
of its outcomes.

Strategy

The IPR strategy for ENDURANCE follows a structured and legally compliant approach to managing
knowledge and intellectual assets generated throughout the project. The main objectives are to ensure
fair and transparent ownership, facilitate knowledge transfer, and establish precise mechanisms for result
protection.

ENDURANCE adopts an open innovation approach, meaning that project partners will be encouraged to
share knowledge while maintaining control over proprietary developments. A key principle in the strategy
is "background" and "foreground" IP differentiation - background IP consists of preexisting technologies
and know-how contributed by partners. In contrast, foreground IP encompasses all new results generated
within the project.

The IPR strategy ensures alignment with EU regulations, including compliance with the CER and NIS2
Directives, GDPR, and cybersecurity frameworks. To balance open access and proprietary rights, the
project will implement a tiered access model, allowing different stakeholders varying levels of access based
on their roles and contributions to the project. Additionally, knowledge dissemination and licensing
guidelines will be established to regulate the commercialization and further research applications of
project results.
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Types of knowledge

The ENDURANCE project generates multiple types of knowledge, ranging from technological innovations
to methodological frameworks. The primary categories of expertise include:

e Technological knowledge refers to the software tools, digital twin models, Al-based resilience
assessment platforms, and secure data exchange mechanisms developed within the project. These
innovations support Cl resilience by enabling predictive analytics, incident response, and real-time
collaboration across sectors.

e Methodological knowledge comprises the harmonized European risk assessment methodologies,
best practice guidelines, and resilience maturity models produced within the project. These
methodologies will serve as reference models for policymakers, Cl operators, and regulatory
agencies seeking to enhance Cl resilience in compliance with EU directives.

e Policy-related knowledge includes policy recommendations, white papers, and legal frameworks
developed based on research findings. These outputs support standardization efforts, regulatory
improvements, Cl resilience, and cybersecurity policymaking.

e Another critical aspect is training and educational knowledge, encompassing simulation tools,
training curricula, and capacity-building programs to educate Cl stakeholders on disruption
resilience strategies.

Each type of knowledge will be classified based on its intended use, level of sensitivity, and required
protection measures to ensure effective exploitation and compliance with regulatory frameworks.

Record of intellectual property assets

The IPR log has been fully developed and finalized, integrating the background IP information as declared
in the Consortium Agreement. Project partners will continuously update the log with any newly identified
intellectual property, including both background and foreground IP. A comprehensive register of all
intellectual property assets is maintained to ensure accurate documentation and complete traceability of
the knowledge generated within the project.

This register captures all technological innovations, methodologies, policy frameworks, and training
resources produced throughout the project. It is organized as an IP registry, providing detailed information
for each asset, including:

e Title and Description: A clear identification of the asset, its purpose, and its contribution to
ENDURANCE objectives.

e Contributor(s): The partners or individuals responsible for the development of the asset.

e Type of IP: Categorization into software, methodologies, datasets, policy documents, or
educational materials.

e Access Rights and Licensing: This section describes access permissions, including open-source
licensing, proprietary rights, and commercial exploitation models.

Public Page 19 of 75

© ENDURANCE

The ENDURANCE project has received funding from the European Union’s Horizon Europe research and innovation

- i bk programme under grant agreement no.101168007. Views and opinions expressed are however those of the author(s)
European Union only and do not necessarily reflect those of the European Union or the European Research Executive Agency. Neither

the European Union nor the granting authority can be held responsible for them.



&/ ENDURANCE
D11.2 Impact Generation Strategy [Public - PU]

e Protection Mechanisms: Information on applicable patents, copyrights, trademarks, or trade
secrets.

This structured approach ensures complete transparency and traceability of IP assets, facilitating efficient
exploitation, risk management, and regulatory compliance.

Ownership schemas and IPR matrix

Ownership of project results within ENDURANCE is based on joint ownership, individual ownership, and
access rights.

A co-ownership agreement template has been established for jointly developed results, ensuring equal or
proportionate rights among contributing partners. Co-owners must agree on exploitation strategies,
licensing terms, and revenue-sharing models.

Ownership will belong to the partner who generates the asset for individually developed results, with clear
guidelines on how other consortium members may access or use the results. This ensures that proprietary
technologies and pre-existing knowledge contributed by partners remain protected.

The project will define access rights for project partners to balance ownership rights. Beneficiaries will
have fair and non-discriminatory access to necessary background IP, while results deemed essential for
further research or market adoption will be made available under specific licensing agreements.

This ownership structure protects partners' investments while ensuring collaborative innovation, allowing
for sustainable exploitation beyond the project’s duration.

The IPR Matrix is a structured framework categorizing project-generated assets based on ownership,
protection mechanisms, and access rights.

Each result will be classified under the following dimensions:
e background IP vs. foreground IP
e jointvs. individual ownership
e restricted vs. open access
e commercial vs. non-commercial use
e applicable IPR Protection Mechanism (Patent, Copyright, Open-Source License, Trade Secret)

This matrix provides a clear structure for managing IP assets and facilitating decision-making on
exploitation, licensing, and commercialization strategies.

Instruments for project results protection

ENDURANCE will employ multiple legal and technical instruments to protect project results. Patents may
be pursued for technological innovations with commercial potential, ensuring exclusive rights for
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exploitation. Copyrights will be applied to methodologies, training materials, and policy documents to
safeguard intellectual contributions. For specific software tools, open-source licensing will encourage
widespread adoption while maintaining governance over modifications and use.

Additionally, non-disclosure agreements (NDAs) will protect sensitive research findings and prevent
unauthorized dissemination. Data security protocols will be enforced to ensure confidential datasets
comply with GDPR and cybersecurity regulations.

These protective instruments ensure the integrity, confidentiality, and controlled dissemination of project
outcomes, supporting long-term sustainability and commercialization strategies.

Preliminary market & competition analysis

The market for Critical Infrastructure Protection (CIP) and resilience-enhancing technologies is undergoing
significant transformation due to increasing cybersecurity threats, regulatory developments, and the need
for enhanced risk assessment frameworks. The ENDURANCE project operates in this evolving landscape,
addressing gaps in risk management, data security, and operational resilience for critical infrastructure (Cl)
operators across Europe. This analysis examines the current market trends, competitive landscape, and
positioning opportunities for ENDURANCE solutions, considering existing regulatory frameworks and
technological advancements.

Market Overview & Trends

The global CIP market is expanding, with an increasing focus on cybersecurity, regulatory compliance, and
cross-sector resilience strategies. According to MarketsandMarkets (2023), the critical infrastructure
protection market is expected to grow from $140.3 billion in 2023 to $178.7 billion by 2028, driven by
rising threats and stricter government regulations.

Regulatory Compliance as a Market Driver

The EU CER Directive and the NIS2 Directive have established new regulatory obligations for Cl operators,
requiring them to implement robust risk management, cybersecurity protocols, and business continuity
strategies (European Commission, 2023). The increased regulatory oversight drives demand for advanced
risk assessment methodologies, secure data-sharing platforms, and predictive analytics tools to ensure
compliance and operational resilience.

Cyber and Physical Threats to Critical Infrastructure

Cyber threats targeting Cl have escalated, with ransomware, supply chain attacks, and state-sponsored
cyber warfare becoming prevalent (ENISA, 2022). Hybrid attacks—which combine cyber intrusions with
physical disruptions—pose significant risks to interconnected infrastructures such as energy grids, water
utilities, and transportation networks (World Economic Forum, 2023). The growing complexity of these
threats underscores the need for multi-layered resilience frameworks, which ENDURANCE aims to address.
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Digital Transformation and Al-Driven Risk Management

The integration of Artificial Intelligence (Al) and Machine Learning (ML) into CIP solutions is reshaping the
risk management landscape (Gartner, 2023). Cl operators increasingly adopt predictive analytics, real-time
monitoring, and automated incident response tools to proactively enhance decision-making and mitigate
risks. ENDURANCE’s development of Al-driven risk assessment models aligns with these industry shifts,
positioning it as a competitive solution in the market.

Competitive Landscape

The CIP and resilience solutions market is highly competitive, with a mix of global technology firms,
cybersecurity vendors, and specialized risk management providers. The competition can be classified into
three key segments:

Established Cybersecurity and Infrastructure Protection Providers

Major firms such as Palo Alto Networks, Fortinet, and IBM Security offer integrated cybersecurity solutions
for Cl operators, focusing on threat detection, network security, and incident response (Gartner, 2023).
While these companies provide advanced security frameworks, they lack specialized risk assessment tools
tailored to the EU CER and NIS2 regulatory requirements, creating a niche for ENDURANCE.

Risk Management and Resilience Technology Providers

Companies like Schneider Electric, Siemens, and Honeywell develop risk management platforms and
digital twin technologies for infrastructure monitoring and resilience planning (MarketsandMarkets,
2023). These solutions focus on real-time asset monitoring and industrial control system security but often
lack the cross-sectoral risk assessment frameworks ENDURANCE aims to provide.

EU-Funded Research Projects and Open-Source Initiatives

Several Horizon Europe and EU-funded projects, such as RESISTO, SATIE, and CyberSec4Europe, focus on
critical infrastructure resilience and cybersecurity (CORDIS, 2023). While these initiatives have primarily
focused on research outputs and policy recommendations, ENDURANCE builds upon this valuable
groundwork by pursuing a more technology-oriented path. By integrating risk modeling, secure data-
sharing platforms, and large-scale stress testing, ENDURANCE aims to complement existing efforts with
practical, scalable solutions designed for real-world deployment.

Market Positioning & Competitive Advantages

ENDURANCE is positioned to address regulatory compliance, multi-sector risk assessment, and operational
resilience in ways existing solutions do not.

Addressing Regulatory Gaps in Risk Management

Unlike generic cybersecurity solutions, ENDURANCE is designed to align with EU directives fully, ensuring
Cl operators meet compliance standards for risk assessment, governance, and incident response.
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Developing harmonized risk assessment methodologies gives it a strategic advantage over competitors
that offer only generalized security solutions.

Integrated Risk Assessment & Digital Twin Modeling

ENDURANCE offers a unique combination of Al-driven risk assessment, predictive analytics, and digital
twin modeling, providing cross-sector resilience strategies. While existing competitors focus on single-
sector solutions (e.g., energy, transport, water), ENDURANCE takes a multi-sector, federated approach,
addressing interdependencies and cascading risks across Cl networks.

Scalable & Customizable Solutions for Public and Private Sectors

Unlike traditional CIP vendors that offer off-the-shelf cybersecurity tools, ENDURANCE provides modular,
scalable solutions that can be customized for different Cl sectors and national authorities. This makes it
attractive for large-scale infrastructure operators and smaller public-sector entities seeking tailored risk
management frameworks.

Future Market Opportunities & Challenges

Expansion into EU Member States and Cross-Border Cooperation

With the increasing enforcement of NIS2 and CER directives, demand for standardized, interoperable risk
management solutions will grow across EU Member States. ENDURANCE can expand its market reach by
partnering with national regulators, cybersecurity agencies, and infrastructure operators to support cross-
border cooperation and regulatory compliance.

Commercialization and Private Sector Adoption

To enhance its market viability, ENDURANCE must develop explicit business models for commercialization,
including licensing agreements, public-private partnerships, and service-based offerings. Collaborations
with private cybersecurity firms, cloud providers, and risk management consultancies could accelerate
market penetration.

Addressing market barriers

Despite the intense market potential, ENDURANCE faces challenges such as slow regulatory adoption,
fragmented cybersecurity frameworks across EU Member States, and integration complexity with legacy
infrastructure (ENISA, 2023). Overcoming these barriers requires strong stakeholder engagement, pilot
demonstrations, and alignment with emerging industry standards.

The socioeconomic analysis of the ENDURANCE project provides a comprehensive evaluation of external
and internal factors that influence its implementation, scalability, and long-term impact. This section
integrates two strategic assessment tools—PESTLE and SWOT analysis—to examine how political,
economic, social, technological, legal, and environmental dynamics, along with internal strengths,
weaknesses, opportunities, and threats, shape the project’s trajectory.
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Given the increasing cybersecurity threats and regulatory mandates affecting Critical Infrastructure (Cl)
resilience, it is essential to assess macro-environmental influences that could impact the adoption and
effectiveness of ENDURANCE solutions. The PESTLE analysis explores external drivers such as EU
cybersecurity policies, economic constraints, technological advancements, regulatory frameworks, and
environmental risks that directly or indirectly affect the project’s feasibility and adoption.

Additionally, the SWOT analysis provides an internal strategic evaluation by identifying key advantages that
position ENDURANCE as a pioneering solution in Al-driven risk assessment and digital twin-based
resilience simulation while also recognizing potential challenges such as adoption barriers, market
competition, and evolving cyber threats. By synthesizing these insights, the socioeconomic analysis
delivers a holistic understanding of the project’s positioning within the European cybersecurity and
resilience landscape, ensuring that strategic decisions are data-driven, risk-informed, and opportunity-
focused.

This section aims to bridge external market dynamics with internal project capabilities, ensuring that
ENDURANCE is both technologically robust and socially and economically viable for large-scale
implementation across multiple Cl sectors in the EU.

Project PESTLE analysis

The PESTLE analysis is a strategic tool for evaluating the macro-environmental factors that could impact
the ENDURANCE project. By analyzing Political, Economic, Social, Technological, Legal, and Environmental
factors, this assessment provides a comprehensive understanding of the external influences that may
affect the project’s implementation, sustainability, and commercialization.

Political factors

Political conditions across the European Union (EU) and globally significantly impact the implementation
and success of the ENDURANCE project. Given that the project focuses on Critical Infrastructure (Cl)
resilience, cybersecurity, and regulatory compliance, several political factors shape its development:

1. EU Regulations and Directives on Critical Infrastructure resilience

o The CER Directive (Critical Entities Resilience Directive) and NIS2 Directive (Network and
Information Security Directive) set strict requirements for risk assessment, resilience
planning, and cybersecurity in critical infrastructures (European Commission, 2023).

o The project must ensure compliance with national implementation of these directives
across multiple EU Member States.

o As regulations evolve, ENDURANCE must continuously align its methodologies and
technological outputs with EU cybersecurity policies.
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2. Government support for infrastructure security and cyber resilience

o National and EU governments are increasing funding for critical infrastructure protection,
digital security, and Al-driven risk assessment (ENISA, 2023).

o Public-private partnerships (PPPs) between governments and technology providers create
opportunities for scaling ENDURANCE solutions.

3. Geopolitical instability and cyber warfare risks

o Rising geopolitical tensions, particularly between the EU, Russia, and China, have
increased concerns about state-sponsored cyberattacks on critical infrastructure (World
Economic Forum, 2023).

o Cybersecurity and resilience solutions are seen as national security priorities, increasing
demand for ENDURANCE’s risk assessment models.

4. EU collaboration and cross-border cooperation on resilience

o The European Commission promotes joint risk assessment strategies and information-
sharing mechanisms across Member States.

o The project can benefit from EU-funded resilience initiatives, enhancing its adoption
beyond national markets.

Economic factors

Economic conditions affect the funding availability for ENDURANCE and its potential for
commercialization.

1. EU Investment in digital and cybersecurity initiatives

o The EU has allocated over €1.6 billion in funding for cybersecurity projects under the
Digital Europe Programme and Horizon Europe (European Commission, 2023).

o ENDURANCE’s ability to secure additional funding depends on demonstrating long-term
economic viability.

2. Cost of Implementation and adoption for Cl operators

o Cl operators face high investment costs in compliance, cybersecurity, and resilience-
enhancing technologies.

o ENDURANCE must provide cost-effective, scalable solutions to ensure widespread
adoption.
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3. Economic recovery and infrastructure spending Post-COVID-19

o Post-pandemic economic recovery efforts include increased investments in digital
transformation and infrastructure modernization.

o There is a growing push to secure supply chains and enhance national security
protections, creating additional opportunities for ENDURANCE.

4. Global inflation and budget constraints
o High inflation rates and economic uncertainties may limit investments by Cl operators.

o ENDURANCE must demonstrate substantial cost-benefit advantages to justify investments
in its risk management solutions.

Social factors

The project operates in a societal landscape that prioritizes public safety, trust in digital infrastructure, and
workforce readiness.

1. Public awareness and concern over Cl resilience

o Cyberattacks on hospitals, energy grids, and water utilities have increased public demand
for resilient infrastructure (ENISA, 2022).

o ENDURANCE’s role in enhancing preparedness and emergency response aligns with
societal expectations.

2. Skills shortages in cybersecurity and risk management

o The EU faces a shortage of skilled cybersecurity professionals, making it harder for Cl
operators to implement resilience measures.

o ENDURANCE’s training modules and simulation tools address this skills gap by providing
workforce training solutions.

3. Digital transformation and public trust in Al-based security systems

o Al-driven risk assessment models must gain public trust by ensuring transparency and
ethical use.

o There is potential resistance to Al decision-making in critical risk environments, requiring
explainability and compliance with ethical standards.

4. Resistance to change among Cl operators

o Many Cl operators rely on legacy systems and may be reluctant to adopt Al-powered
resilience solutions.
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o The project must include change management strategies and clear return-on-investment
(ROI) demonstrations.

Technological factors

Technological advancements provide opportunities and challenges for ENDURANCE regarding innovation,
interoperability, and adoption.

1. Rise of Al and predictive analytics in risk management

o Al and ML technologies enable real-time monitoring, risk forecasting, and automated
resilience strategies (Gartner, 2023).

o ENDURANCE integrates Al-driven risk assessment models to provide scalable, data-driven
decision-making tools.

2. Adoption of digital twins for Cl monitoring

o Digital twin technologies are increasingly used to simulate infrastructure failures and
optimize response strategies.

o ENDURANCE’s use of Digital twin modeling differentiates it from traditional cybersecurity
solutions.

3. Cybersecurity challenges: threat evolution and Al-Enabled Attacks

o The rise of Al-powered cyberattacks poses risks to Cl security.

o ENDURANCE must ensure resilience against adversarial Al tactics.
4. Interoperability with legacy systems

o Many Cl operators use outdated IT infrastructures that lack compatibility with modern
security solutions.

o ENDURANCE must ensure seamless integration with existing Cl monitoring and incident
response frameworks.

Legal factors

Legal frameworks shape how ENDURANCE solutions must be designed, deployed, and commercialized.
1. Compliance with CER and NIS2 Directives

o The CER Directive requires mandatory risk assessments, incident reporting, and resilience
planning.

o The NIS2 Directive enforces strict cybersecurity measures across Cl sectors.
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2. Data protection and privacy regulations (GDPR Compliance)

o ENDURANCE must ensure that all data-sharing mechanisms comply with the General Data
Protection Regulation (GDPR).

o Data anonymization and secure data sharing and storage policies must be implemented.
3. Intellectual Property (IP) protection and licensing

o ENDURANCE must establish clear IP rights for project outputs, ensuring proper licensing
agreements for commercialization.

4. EU Standardization efforts in cybersecurity and risk assessment

o The EU is working on standardizing cybersecurity best practices, impacting how
ENDURANCE solutions can be integrated.

Environmental factors

Environmental considerations are increasingly relevant due to the growing risks of climate-related
disruptions to CI.

1. Climate change impact on Critical Infrastructure

o Rising floods, wildfires, and extreme weather events create higher disruption risks for
power grids, water systems, and transportation networks (IPCC, 2023).

o ENDURANCE's risk assessment tools must include climate risk modeling capabilities.
2. Sustainability and energy efficiency requirements

o Governments are enforcing sustainability regulations, requiring energy-efficient
infrastructure solutions.

o ENDURANCE’s Cl resilience models must align with green energy initiatives.
3. Disaster preparedness and crisis management integration

o Natural disasters increasingly require real-time risk monitoring and coordinated
emergency response frameworks.

o ENDURANCE’s resilience planning solutions must integrate with climate adaptation
strategies.

Project SWOT analysis

The SWOT analysis evaluates the ENDURANCE project's Strengths, Weaknesses, Opportunities, and
Threats. This structured assessment provides a comprehensive view of the project’s competitive
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advantages, areas for improvement, market opportunities, and external risks, helping to inform strategic
decision-making.

Strengths (internal positive factors)
1 Alignment with EU Cybersecurity & Critical Infrastructure Regulations

The ENDURANCE project fully aligns with the CER Directive and NIS2 Directive, which set the foundation
for critical infrastructure protection and cybersecurity across the EU. Compliance with these regulations
strengthens the project’s legitimacy, market relevance, and adoption potential.

2 Al-Driven risk assessment & predictive analytics

A major differentiator of the project is its Al-powered risk modeling and predictive analytics, which enable
real-time assessment of threats, vulnerabilities, and cascading failures across multiple critical
infrastructure sectors. This capability outperforms traditional static risk assessment models, making
ENDURANCE a pioneering solution in the resilience and risk management market.

3 Secure federated data-sharing platform

Unlike many cybersecurity solutions focusing solely on individual, organizational security, ENDURANCE
develops a trusted EU CER data space that enables cross-border, cross-sector collaboration while ensuring
privacy-compliant data exchange (GDPR compliance). This capability makes ENDURANCE a key enabler of
European-wide Cl resilience.

4 Multi-sector resilience approach (energy, healthcare, water, digital, public administration)

Most competing solutions specialize in a single sector (e.g., energy or telecommunications). ENDURANCE
is uniquely designed to enhance resilience across interdependent Cl sectors, ensuring operators can
address cross-domain risks, interdependencies, and cascading failures.

5 Use of digital twin technology for stress testing & training

ENDURANCE integrates Digital Twin technology to simulate and test disruption scenarios, crisis response
mechanisms, and resilience strategies before real-world implementation. This feature provides
unmatched training and testing capabilities, allowing Cl operators and authorities to refine their incident
response plans and mitigation measures.

6 Strong consortium of partners

The project is supported by a diverse consortium of academic institutions, technology providers, policy
experts, and Cl operators from multiple EU Member States. This broad expertise ensures that ENDURANCE
benefits from cutting-edge research, industry best practices, and regulatory insights, making it more
credible and scalable.
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Weaknesses (internal negative factors)
1 High implementation & integration costs for Cl operators

One of the biggest challenges for ENDURANCE is the high cost of implementation for Cl operators,
particularly those with legacy systems. Many organizations face budget constraints, making adopting new
cybersecurity and resilience solutions challenging.

2 Dependence on EU funding for initial development

The project relies heavily on EU grants (e.g., Horizon Europe) for its initial research and development
phase. While funding is secure for now, future commercial sustainability requires a robust business model
to transition from grant-based funding to market-driven revenue generation.

3 Complexity of cross-border & cross-sector coordination

The project involves stakeholders from different EU Member States, each with unique regulations, Cl
structures, and operational models. Ensuring harmonization, interoperability, and seamless collaboration
across these diverse entities presents a significant management challenge.

4 Resistance to change & adoption barriers

Cl operators may be reluctant to replace existing cybersecurity frameworks or risk assessment
methodologies due to the challenges of staff retraining, infrastructure modifications, and perceived
operational risks. Convincing stakeholders of the long-term ROl of ENDURANCE solutions requires strong
engagement strategies and pilot demonstrations.

Opportunities (external positive factors)
1 Expanding regulatory requirements driving demand

With CER and NIS2 Directives enforcement, Cl operators are now legally required to adopt enhanced
cybersecurity and risk assessment frameworks. ENDURANCE is well-positioned to help organizations meet
compliance mandates, making it an attractive solution for public and private sector adoption.

2 Increasing cybersecurity threats driving market growth

The number of cyberattacks on critical infrastructure—including ransomware attacks on healthcare
systems, hacking of energy grids, and supply chain vulnerabilities—has increased significantly (ENISA,
2023). This rising threat landscape is driving demand for advanced resilience solutions like ENDURANCE.

3 Expansion into Public-Private Partnerships (PPPs) & EU security initiatives

Governments across the EU are launching national resilience strategies, cybersecurity task forces, and
public-private partnerships to enhance Cl security. ENDURANCE has the potential to collaborate with
national cybersecurity agencies, crisis management teams, and industry consortia, further expanding its
impact and funding opportunities.
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4 Potential for commercialization & SaaS-based business model

Once the project matures, its risk assessment models, digital twin simulations, and training modules can
be commercialized as Software-as-a-Service (SaaS) solutions, allowing private-sector Cl operators to
subscribe to Al-driven risk intelligence services.

5 Integration with emerging technologies (Al, 10T, Blockchain, Quantum Security)

The growing adoption of the Internet of Things (loT), blockchain security, and quantum encryption in Cl
resilience presents new collaboration and innovation opportunities. ENDURANCE can integrate these
technologies to enhance predictive security capabilities, automate threat response mechanisms, and
develop blockchain-based audit trails for infrastructure resilience.

Threats (external negative factors)
1 Rapidly evolving cyber threat landscape

While ENDURANCE is designed to enhance Cl security, cybercriminals continuously develop new Al-driven
attack techniques, including deepfake-enabled social engineering, Al-powered malware, and supply chain
compromise tactics. The project must ensure constant evolution to remain ahead of emerging threats.

2 Regulatory uncertainty & changes in EU security policies

The cybersecurity and Cl resilience regulatory landscape is continuously evolving. Changes in EU policies,
new cybersecurity mandates, or shifts in funding priorities could impact ENDURANCE’s long-term viability
and compliance requirements.

3 Competition from established cybersecurity firms

Major cybersecurity companies like Palo Alto Networks, IBM, Siemens, and FireEye are investing heavily in
critical infrastructure security solutions. While these well-funded players possess substantial resources,
global reach, and advanced technological capabilities, their dominance highlights the importance of
strengthening Europe’s digital sovereignty. In this context, ENDURANCE contributes to fostering EU-driven
innovation and reducing dependence on external providers in the field of critical infrastructure security.

4 Potential data privacy & ethical concerns

ENDURANCE handles sensitive Cl operational data. Ensuring strict compliance with GDPR and ethical Al
governance principles is essential to avoid regulatory fines, reputational risks, or adoption resistance from
Cl operators concerned about data sovereignty.

5 Economic constraints & budget limitations

Cl operators may struggle to allocate funds for advanced resilience solutions due to economic downturns,
inflation, and competing budgetary priorities. Organizations may prioritize short-term security fixes over
comprehensive risk assessment frameworks if funding challenges persist, slowing down ENDURANCE’s
adoption rate.
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Individual Exploitation Plans

The Individual Exploitation Plan outlines how the ENDURANCE project’s partners will utilize the Exploitable
Assets (EAs) and Key Exploitable Assets (EAs) to maximize impact, ensure sustainability, and facilitate
market adoption. Each partner has a specific role in advancing the project’s outcomes, contributing their
expertise in technology development, regulatory implementation, risk assessment, cybersecurity, data
management, and strategic policy frameworks.

This section describes how partners involved in key technological, methodological, and policy-driven
innovations plan to leverage, commercialize, and further develop ENDURANCE’s results. Their approaches
include integrating solutions into existing products and services, influencing policy and regulatory
frameworks, commercial licensing, training and education, and fostering collaboration with industry
stakeholders.

By aligning their exploitation strategies with the CER Directive, NIS2 Directive, and evolving cybersecurity
and resilience regulations, partners will enhance the resilience of critical infrastructure (Cl) across Europe.
This structured approach ensures that the project’s results are successfully implemented within the
consortium and extended to a broader range of beneficiaries, including Cl operators, government
agencies, technology providers, and research institutions.

EVIDEN TECHNOLOGIES SRL (EVIDEN RO) (Project Coordinator — Cybersecurity & Digital Twin
Technologies)

EVIDEN RO leads the development of the scalable Digital Twin-based solution, the ground where to build
the ontology of the Cl's ecosystem (Cross-sector, cross-region, cross-country) based on resilience
assessment models (Cl models, Threat models, Dependencies models), enabling predictive analytics, and
providing the ground for simulation of what-if scenarios on a predefined Cl's ecosystem.

As the project coordinator, EVIDEN RO aims to:

e Develop and commercialize a SaaS-based business model, providing a digital-twin based ClI
ecosystem ontology, enabling real-time resilience-relevant data monitoring, resilience-relevant
predictive analysis, and Cl ecosystem simulation environment all deployed on a private cloud
solution for public and private sector Cl operators and authorities.

e Engage with cybersecurity agencies and private security firms to integrate ENDURANCE solutions
into national cyber resilience frameworks, ensuring compliance with CER and NIS2 Directives.

ENGINEERING - INGEGNERIA INFORMATICA SPA (ENG) (ICT and Data Analytics for Resilience)

ENG contributes to data governance, federated data-sharing architectures, and Al-driven analytics. Their
exploitation strategy focuses on:

e Leveraging ENDURANCE’s data governance frameworks to develop commercial consulting services
for Cl operators seeking compliance with EU cybersecurity mandates.
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e Expanding their portfolio of resilience analytics tools by integrating ENDURANCE’s Al-driven
anomaly detection and predictive risk assessment models.

e Collaboration with EU Digital Innovation Hubs (DIHs) to promote the adoption of ENDURANCE
data-sharing mechanisms across public administration, energy, and telecom sectors.

SYNELIXIS LYSEIS PLIROFORIKIS AUTOMATISMOU & TILEPIKOINONION (SYN) (Secure Data Exchange &
Federated Processing)

SYN specializes in secure data exchange, federated processing, and blockchain-based trust frameworks.
Their exploitation efforts include:

e Offering federated cybersecurity services for cross-border, cross-sector critical infrastructure
collaborations, ensuring GDPR-compliant secure data sharing.

e Integrating ENDURANCE's Zero-Trust security models into loT-based CI monitoring solutions,
improving data security and operational resilience in water management and smart grids.

e Developing commercial cybersecurity training modules, leveraging ENDURANCE’s Digital Twin-
based resilience simulations to train Cl security professionals.

INSTITUT ZA KORPORATIVNE VARNOSTNE STUDIE LJUBLIANA (ICS) (Strategic Policy & Risk
Management Research)

ICS provides policy recommendations, risk management strategies, and resilience modeling expertise.
Their exploitation plan includes:

e Developing policy advisory services for EU Member States on harmonizing CER and NIS2 Directives
implementation, leveraging ENDURANCE research.

e Publishing research papers and whitepapers to influence national cybersecurity policies and
critical infrastructure protection frameworks.

e Integrating ENDURANCE methodologies into higher education programs, offering risk assessment
and Cl resilience certification courses.

INSIEL - INFORMATICA PER IL SISTEMA DEGLI ENTI LOCALI S.P.A. (INS) (Large-Scale Stress Testing &
Training Services)

INS is responsible for designing and executing large-scale, cross-sectoral stress tests and crisis response
simulations. Their exploitation plan includes:

e Commercializing resilience training services for Cl operators, public administration, and
emergency response agencies, using ENDURANCE Digital Twin-based crisis simulation
environments.
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e Collaborating with national civil protection agencies to integrate ENDURANCE risk models into
disaster preparedness frameworks.

e Expanding consulting services on stress-testing methodologies for smart cities and metropolitan
resilience planning.

DIADIKASIA BUSINESS CONSULTING (DBC) (Exploitation, Business Planning & Sustainability Strategy)

DBC leads the business exploitation strategy, impact assessment, and sustainability roadmap for
ENDURANCE. Their activities include:

e Developing commercialization strategies for ENDURANCE’s KERs, identifying potential investors,
market segments, and funding sources for long-term sustainability.

e Conducting cost-benefit analyses to support public and private sector adoption of ENDURANCE
solutions, ensuring economic feasibility for Cl operators.

e Facilitating licensing agreements and spin-off initiatives, enabling technology transfer to
cybersecurity firms, policy think tanks, and infrastructure service providers.

DIRECTORATUL NATIONAL DE SECURITATE CIBERNETICA (DNSC) (National Cybersecurity Policy &
Framework Development)

DNSC is critical in aligning ENDURANCE cybersecurity solutions with national and EU-level policies. Their
exploitation efforts include:

e Integrating ENDURANCE risk models into Romania’s national cybersecurity frameworks, ensuring
Cl operators comply with NIS2 and CER mandates.

e Providing policy recommendations and technical guidelines to support the scalability and
replication of ENDURANCE’s methodologies across multiple EU Member States.

e Promoting international cooperation by engaging with other national cybersecurity agencies to
standardize risk assessment and incident response protocols.

Additional Partners

Some other partners in the consortium, while essential for the project’s execution, may have a more
regional, research-focused, or sector-specific role rather than a direct commercialization or market-
oriented exploitation focus. For instance:

e Government Agencies & Public Bodies (e.g., Ministries, National Cybersecurity Agencies, Regional
Authorities)

o These partners play a key role in testing, piloting, and policy implementation rather than
direct commercialization.
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o Their exploitation pathway is primarily through policy adoption, regulatory impact, and
public-sector applications rather than commercial products.

e Cl Operators (e.g., Water, Energy, and Telecom Providers)

o They implement and validate the project’s results, but their role is as end-users rather
than technology providers.

o They benefit from the project but are not necessarily commercial exploiters of its
solutions.

e Dissemination & Communication Partners
o Their role is in awareness-raising, networking, and stakeholder engagement.

o While critical for the project's success, their exploitation focus is indirect, supporting
impact rather than direct commercial uptake.
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Communication and Dissemination strategy

Key messages

The key messages for ENDURANCE have been developed to ensure that the project communicates its aims
and results in a clear, credible, and consistent way to its diverse audiences. They are guided by principles
of timeliness, transparency, consistency, expertise, accuracy, and relevancy, ensuring that communication
not only informs but also builds trust and engagement with stakeholders. These principles further seek to
provide a benchmark for monitoring the performance of our messages over time, enabling the project to
adapt its approach as research progresses and new results are generated.

Building on the messages identified during the proposal phase, ENDURANCE will continue to refine and
expand its communication as pilots mature, exploitable results are identified, and synergies with related
projects and clusters grow. Messages will be adapted to different contexts and channels, ensuring that
each target audience receives information in a form that is both relevant and actionable.

For Critical Infrastructure authorities and operators, the core message is that ENDURANCE empowers
stakeholders to navigate the complexities of disruption resilience and to implement the CER and NIS2
Directives effectively.

For the technology and research community, the project communicates that ENDURANCE delivers tools
and services to securely manage data, continuously identify and anticipate threats, and assess risks and
resilience in real time. These contributions strengthen research collaboration, advance innovation, and
support the development of practical solutions for resilience.

For policy makers, the focus is on the added value of ENDURANCE in providing a harmonised, pan-
European Disruption Resilience Strategy. This message emphasises the project’s contribution to ensuring
continuity of essential services, informing evidence-based policy, and safeguarding the well-being of EU
communities.

As the project progresses, these messages will be enriched with evidence from the pilot demonstrations,
innovation tracking, and impact assessment. Additional messages will also be developed for other
stakeholders, including the general public, professional associations, and EU networks to highlight the
broader societal and economic value of ENDURANCE. In this way, the project ensures that its
communication remains targeted, relevant, and capable of maximising impact across Europe’s resilience
landscape.

Target audiences

To maximise its impact, ENDURANCE tailors its communication and dissemination activities to clearly
defined target audiences. These audiences represent the full spectrum of stakeholders needed to ensure
that the project’s results are visible, relevant, and actionable. They range from Critical Infrastructure

Public Page 36 of 75

© ENDURANCE

The ENDURANCE project has received funding from the European Union’s Horizon Europe research and innovation

- i bk programme under grant agreement no.101168007. Views and opinions expressed are however those of the author(s)
European Union only and do not necessarily reflect those of the European Union or the European Research Executive Agency. Neither

the European Union nor the granting authority can be held responsible for them.



%’, ENDURANCE

D11.2 Impact Generation Strategy [Public - PU]

Operators and competent authorities to the research and innovation community, policy makers and
regulators, and wider professional associations. From a communications perspective, these audiences can
be broadly grouped and targeted further in the dissemination strategy, with these audience groups
continuing to be developed further as the project progresses.

Critical Infrastructure operators and competent authorities

EU Member States competent authorities

Critical Infrastructure (Cl) operators in energy, digital, health, drinking water, wastewater,
and public administration sectors

Both public and private sector actors, at strategic and operational levels

Research, innovation and industry communities

ICT and security research community (higher education and research organisations)

Related R&I projects and clusters, in particular the European Cluster for Securing Critical
Infrastructure (ECSCI) and the Community for European Research and Innovation for Security
(CERIS)

Innovators and ICT service providers, including technology developers and solution providers
Digital Innovation Hubs

Experts in cyber/IT security and Cl protection, legal and ethical experts

Practitioner communities: CISOs, CIOs, CSIRTs, CSOs

Policy makers, regulators and standardisation bodies

European and national policy makers in Cl protection

ENISA

Critical Entities Resilience Group (CERG)

NIS2 Cooperation Group

EU institutions: European Commission DG CONNECT and DG HOME

Ministries of the interior, business and innovation, national health authorities, and economy
bodies

Data protection authorities

Standardisation bodies and authorities

Communities of Practice and professional associations

National communities of users on disaster resilience

European Reference Network for Critical Infrastructure Protection (ERNCIP)
South-East Europe Corporate Security Association

Slovenian Corporate Security Association

Engaging a diverse range of stakeholders as outlined above in a tailored way not only helps to ensure
that the information is disseminated widely, but that practical knowledge and tools can be adopted by
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stakeholders within their own respective contexts. This audience-driven approach helps the project to
thus foster collaboration, inform our decision-making, and strengthen the resilience of Europe’s critical
infrastructure.

Communication and Dissemination KPIs

The implementation of the ENDURANCE dissemination and communication strategy is monitored through
a set of Key Performance Indicators (KPIs) to ensure that the project makes strategic use of its main
dissemination and communication channels, while also building visibility and engagement with its
stakeholder communities. Establishing such benchmarks allows the consortium to track progress, identify
areas requiring further effort, and adapt strategies as the project evolves.

The KPIs cover a broad spectrum, ranging from scientific dissemination (e.g. high-impact publications,
workshops, conference participation) to communication channels (e.g. social media, newsletters, press
releases). At M12, progress demonstrates that ENDURANCE is actively building its visibility and
strengthening engagement across stakeholder groups. Some dissemination-focused KPls, particularly
those related to publications and citations, are naturally progressing more slowly due to the time required
for research to mature and appear in peer-reviewed outlets but are expected to accelerate in the second
half of the project. Communication activities such as website presence, social media engagement, and
project branding are advancing on a steady trajectory and provide a solid foundation for broad outreach.

The table below provides an overview of the Dissemination and Communication KPIs with their targets
and current status at M12.

Table 4: Dissemination and Communication KPIs

10+ with 50+ citations Work in progress
30+ Work in progress
4 Work in progress
3+ Work in progress
2 Work in progress
30 Work in progress
3 1
Public Page 38 of 75

© ENDURANCE
The ENDURANCE project has received funding from the European Union’s Horizon Europe research and innovation
- —— programme under grant agreement no.101168007. Views and opinions expressed are however those of the author(s)
European Union only and do not necessarily reflect those of the European Union or the European Research Executive Agency. Neither
the European Union nor the granting authority can be held responsible for them.




‘JJ ENDURANCE

D11.2 Impact Generation Strategy [Public - PU]

Funded by the
European Union

12 4

20+ per workshop Work in progress

Work in progress -
Engagement opportunities
being mapped

20 Work in progress

3 Work in progress

1 Work in progress

10 2

2 peryear Work in progress

10 3

1 Work in progress

15 Work in progress

10,000+ 2036

Bi-weekly Bi-weekly

6+ with 15+ instances 1

coverage

6 with 200+ readers 1

500 33

- 75

500 216

10 3

1 Work in progress
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KPI Type KPI Status (M12)
Social media posts Weekly Weekly

Communication collateral (logo,

Continuously updated Continuously updated
leaflet, poster, guidelines) yup yup

As the project is currently approaching the end of Year 1, several KPIs have yet to been initiated. This
includes activities such as the production of white papers, the organisation of a webinar and the final
ENDURANCE event. These activities are naturally planned for later phases of the project, once sufficient
research results and exploitable outcomes are available to support their development. Work on these KPls
will be progressively initiated in the coming months and years, and, in line with the overall roadmap for
dissemination, communication, and policy outreach. Further details on the timing and sequencing of these
actions are presented in the roadmap section of this report.

Communication tools and channels

The ENDURANCE communication and dissemination strategy uses a range of tools and channels to ensure
that project messages are delivered effectively to the right audiences, at the right time, and through the
most impactful means. Each channel plays a complementary role in maximising visibility, supporting
stakeholder engagement, and achieving the project’s communication and dissemination KPIs. A detailed
explanation of the purpose, strategy, and objectives for each channel is provided in D11.1 “Brand, Website
and Social Media Channel” (submitted in M3).

Project website

The website acts as the central information hub of ENDURANCE. It provides stakeholders with an
accessible platform to learn about the project, its partners, activities, and results. The website will be
continuously updated with news items, blogs, event announcements, deliverables (once approved by the
EC), publications, and pilot updates. It also serves as a gateway to the project’s other communication
channels, ensuring coherence and visibility across platforms.
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Figure 1: Screenshot of the ENDURANCE website homepage (https://endurance-horizon.euy)

Promotional materials

A range of printed and digital promotional materials have and will continue to be utilised to support the
visibility of ENDURANCE, including brochures, leaflets, posters, infographics, banners, and templates.

These materials are used at events, workshops, and conferences to introduce the project and highlight
its progress. They also help partners disseminate information in their local and national contexts,
ensuring consistent branding across the consortium. Updates will be made as the project advances and
results are available, while digital formats are prioritised to support sustainability.

Media and press

ENDURANCE will continue to issue press releases at key milestones (e.g. project launch, major technical
achievements, pilot demonstrations) to maximise visibility in both specialist and general media. The
project will also engage with trade publications, industry magazines, and local/national outlets through
partners’ networks to amplify its reach. Media and press are considered important multipliers, enabling
ENDURANCE to connect with wider non-specialist audiences and highlight the societal and policy
relevance of its work.

Social media

ENDURANCE employs dedicated social media channels (X/Twitter, LinkedIn, and YouTube) to ensure
regular and engaging interaction with stakeholders. Since M9, ENDURANCE has also established an active
presence on BlueSky, where its follower base and engagement are growing steadily. This emerging
platform shows promising potential to broaden the project’s outreach, particularly among digitally active
professional communities, and will continue to be developed as an integral part of the project’s
communication strategy.
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These platforms will be used to share project news, results, events, videos, and updates, while also
fostering dialogue and collaboration with related EU-funded projects and clusters such as ECSCI and CERIS.
Social media will continue to play a key role in amplifying website content, highlighting consortium
expertise, and creating strong visibility within the research, policy, and Cl operator communities.

ENDURANCE Project
216 followers
Tmo+ ®

First Romanian Workshop on Enhancing Resilience of Critical Infrastructure ro ®

On December 17, 2024, the ENDURANCE project kicked off its first Romanian
workshop focused on strengthening the resilience of Critical Infrastructure. This
event, held at the DNSC Headquarters in Bucharest, brought together experts and
stakeholders from various sectors to discuss and identify solutions for creating
flexible, resilient ecosystems in the face of evolving security challenges.

. The workshop explored:
- Real-world experiences, challenges, and gaps in critical infrastructure protection
- Best practices for enhancing organisational resilience
- Technological, methodological, and process-oriented steps to improve security
frameworks

The workshop was co-organised by the Romanian partners in the ENDURANCE
project consortium: Eviden, Romanian National Cyber Security Directorate (DNSC),
Dr. Muntean Gynecology Clinic. Romanian Ministry of Health, General Directorate for
Internal Protection (DGPI)

#HorizonEurope #Criticallnfrastructures #Resilience #Innovation
#DisasterPreparedness

c@s3 3 reposts

- v & Like ® Comment 2 Repost

Figure 2: Screenshot of a post on the LinkedIn page of the ENDURANCE Project
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« ENDURANCE

<

ENDURANCE Project

(@ENDURANCE_EU - 26 subscribers - 2 videos
The ENDURANCE project aims at strengthening the resilience of Europe’s Critical Ir ...more

linkedin.com/company/endurance-eu and 1 more link

Home  Videos

=NDURANCE

Interview Spotlight Series

ENDURANCE Interview Series: Dr. ¢ ENDURANCE: Main Project
Denis Caleta, ICS Objectives with Adelin...
11 views - 1 month ago 92 views - 8 months ago

Figure 3: Screenshot of the ENDURANCE YouTube channel

Roadmap

Phase 1: Awareness raising, dissemination, communication strategy development and early
implementation (Year 1: M1-M12)

The main objectives are to build the identity of ENDURANCE, to establish communication channels and
to raise awareness. An outline of Phase 1 is outlined below.

Branding and identity

e Development of visual identity (logo, templates, guidelines).
e Launch of project website (by M3) as the central information hub.

Strategy development

e Definition of dissemination and communication strategy (by M6).
e Creation of initial KPI framework for monitoring progress.

Initial outreach and visibility

e Launch of social media channels (X, LinkedIn, YouTube).
e First newsletters distributed to targeted mailing lists.
e Initial press release sent.
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e Early blogs, website updates, and collateral material (leaflets, posters, pull-up banner).
Clustering and networking

e Establish links with ECSCI, CERIS, and related Horizon CL3 projects (e.g., SUNRISE, ATLANTIS).
e Participation in initial EU workshops, CERIS events, and pilot-related conferences.

Phase 2: Core impact building activities, engagement, networking and knowledge transfer (Year
2: M13-M24)

The main objectives are to expand the project reach, to engage stakeholders, to transfer knowledge and
to create synergies. An outline of Phase 2 is outlined below.

Scientific and policy Dissemination

e Submission of first scientific publications to high-ranking journals.

e Presentations at major international conferences and policy events.

e Publication of whitepapers and thematic reports.

e Engagement with standardisation bodies and EU policy groups (CERG, NIS2 Cooperation Group).

Stakeholder engagement

e Organisation of national workshops (min. 4 in Y2).

e European workshops to bring together Cl operators, policy makers, and researchers.
e Webinars to share early project findings with broader audiences.

e Interview sessions with pilot representatives to document lessons learned.

Communication channels

e Regular website updates (bi-weekly news items).

e Active management of social media channels with increasing focus on storytelling.
e Dissemination through podcasts, audio episodes, and video interviews.

e Continued circulation of newsletters, growing subscription base.

Clustering and synergies

e Active participation in ECSCI cluster activities.
e Co-dissemination activities with SUNRISE, ATLANTIS, and related projects.
e Joint sessions at scientific and policy events.

Phase 3: Results-focused dissemination activities and post-project impact creation (Year 3:
M25—-M36 and beyond)

The main objectives are to disseminate the results, the exploitation, and to ensure their sustainability
beyond the project lifetime. An outline of Phase 3 is outlined below.
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Results-oriented dissemination

e Publication of final scientific papers and PhD/MSc theses.

e Broad dissemination of whitepapers and policy briefs.

e High-visibility presentations at international trade fairs, Cl protection expos, and standardisation
forums.

e Contributions to Horizon Results Booster, Horizon Results Platform, and Innovation Radar.

Major events and scaling

e Hosting the Final ENDURANCE Event to showcase project results and innovations.

e Targeted exploitation workshops (end-user, innovation, thematic).

e Continued clustering activities to ensure post-project synergies.

e Knowledge transfer through seminars, university lectures, and integration into curricula.

Communication sustainability

e Consolidation of all outputs in open-access repositories (Zenodo, Open Research Europe).

e Post-project dissemination plan to ensure visibility and uptake beyond M36.

e Strengthening of ties with EU/national policy makers to embed ENDURANCE results into
legislative frameworks.

Insights gained during the initial phase

During the first year of the project, ENDURANCE’s communication and dissemination activities have
provided valuable insights into how best to reach and engage the project’s target audiences.

The project website, launched in M3, has successfully established itself as the central hub for information.
Early experience has shown that clear and regularly updated content, including news items, blogs and
event highlights, is effective in attracting visitors and providing stakeholders with a reliable source of
project information. Updates published on the website are actively shared across the project’s social
media channels to increase their reach and visibility. A ‘Partner Insights’ series has also been launched,
giving each consortium member the opportunity to introduce their organisation in more detail, outline
their role in the project, and highlight the benefits and objectives they expect to achieve. This initiative
has proven particularly valuable in strengthening the identity of the consortium and fostering a sense of
engagement among the wider community.

Promotional materials have supported visibility at the first series of national workshops and other events.
A pull up banner has been employed to ensure strong project presence at conferences and workshops,
while flyers have provided concise and accessible information about the project’s objectives and activities.
This approach has proven effective in ensuring consistent representation of ENDURANCE across different
contexts and audiences.
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On social media, ENDURANCE has established an active presence on LinkedIn, X/Twitter, YouTube and,
since M9, on BlueSky. LinkedIn has emerged as the most effective channel for engaging policy makers,
researchers and Critical Infrastructure operators. X/Twitter remains useful for visibility within the wider
research and innovation community, although its impact is currently affected by a significant shift in user
activity as many stakeholders are leaving the platform. The launch of the BlueSky account has already
demonstrated promising results, with a steadily growing audience and increasing engagement, suggesting
that it may become an important space for extending ENDURANCE’s outreach. In addition, the project has
begun filming interviews with different Work Package leaders and publishing them on social media and
the YouTube channel. These videos are helping to build early awareness of the work in progress, while
giving audiences a more personal and accessible insight into the project’s activities.

Overall, the initial phase has demonstrated the value of combining multiple channels. The website anchors
ENDURANCE’s identity and provides reliable information, promotional materials strengthen visibility at
events, and social media enables dynamic engagement with stakeholders. These insights will guide the
next phase of the strategy, with a focus on strengthening high performing channels, adapting to changes
in the communication landscape, and sharing more results-oriented content as the project advances.
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Standardisation and policy outreach

Contributions to standardisation

Standardisation is a key pathway for ensuring that the results of ENDURANCE have lasting impact beyond
the project lifetime. Market acceptance of the project’s innovations will be accelerated by building on and
promoting relevant existing and emerging standards in critical infrastructure resilience. ENDURANCE aligns
with EN 17483-1:2021, which provides the general foundation of a standards system for critical
infrastructure protection. Building on this basis, the project will contribute to the development of future
sector-specific standards in the domains addressed by the pilots: energy, digital, health, drinking water,
wastewater, and public administration.

Through its pilots, ENDURANCE will generate evidence-based insights that identify and address
vulnerabilities of critical entities across Europe. These insights will feed directly into the refinement and
expansion of standards, ensuring they are operationally relevant and aligned with real-world challenges.
In this way, the project supports the implementation of the CER and NIS2 Directives, helping to ensure
quality in organisation, processes, personnel, and management in the delivery of essential services.

Policy alighment

ENDURANCE is closely aligned with the evolving EU policy framework on critical infrastructure resilience,
notably the CER Directive and the NIS2 Directive, but also including the GDPR and the Al Act. By developing
tools and strategies that support disruption preparedness, incident response, and continuity of services,
the project directly contributes to the implementation of these frameworks at both EU and national levels.

The consortium will engage actively with European and national policy processes, including the Critical
Entities Resilience Group (CERG), the NIS2 Cooperation Group, and relevant Commission directorates such
as DG HOME and DG CONNECT. The Critical Infrastructure authorities within the consortium (Slovenia,
Romania, Italy, Greece) will play a central role in facilitating the uptake of project results by relevant EC
expert groups. In addition, ENDURANCE will draw on prior policy work by international organisations such
as the EU, the WHO, and the OECD, ensuring that its contributions reflect best practice and global
perspectives on resilience.

To support policy uptake, the project will develop a range of targeted communication outputs to share
evidence and recommendations with decision makers and practitioners. These may include white papers,
policy briefs, webinars, and other formats that highlight project results and their relevance for
strengthening Europe’s critical entities. The exact mix of outputs will be guided by the project’s progress,
the needs of stakeholders, and opportunities for alignment with ongoing EU policy discussions.

Furthermore, ENDURANCE will work with its social sciences and humanities experts to ensure that its
solutions are socially robust, ethically sound, and aligned with EU policy actions on Al and digital
transformation. This integrated approach ensures that project outcomes not only align with existing
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legislation but also contribute to shaping future policy development and standardised practices for critical
infrastructure resilience.

Clustering and synergies

ENDURANCE is an active member of the European Cluster for Securing Critical Infrastructures (ECSCI),
which brings together ongoing and completed Horizon-funded projects to create synergies, exchange
knowledge, and promote common approaches to resilience. More information and results from the cluster
can be found on the ECSCI website: https://www.finsec-project.eu/ecsci. Collaboration within ECSCI
ensures that ENDURANCE's outputs are contextualised within a broader European effort and can benefit
from joint dissemination, workshops, and cross-project publications.

In practice, ENDURANCE has already established concrete collaboration with the SUNRISE project.
Together, the two projects have co-organised a joint workshop and a joint working group meeting, during
which the merge of both groups was announced in view of SUNRISE concluding in September 2025. This
cooperation demonstrates ENDURANCE’s proactive approach to ensuring continuity and amplifying the
impact of ongoing initiatives. In parallel, synergies are also being developed with other ECSCI projects,
including ATLANTIS, which addresses systemic risks to interconnected infrastructures. Through these
collaborations, ENDURANCE contributes to a coordinated European response to resilience challenges,
strengthening the bridge between project-level results, standardisation activities, and EU policy
development.
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Impact assessment approach

The impact assessment framework for the ENDURANCE project prioritises evaluating the influence of its
initiatives on critical infrastructures and critical services including government structures, recognising that
impact on resilience is crucial for achieving lasting change. At the forefront, the framework will assess how
the integration of new strategy and technological approaches influences to a stronger resilience eco-
system of societies and EU.

Our aim is to provide comprehensive support to critical infrastructure (Cl) authorities and operators in the
implementation of, and compliance with, resilience-oriented legislation at the European, national and
sectoral levels. This includes alighment with the Directive on the Resilience of Critical Entities (CER
Directive), the NIS2 Directive, the Cyber Resilience Act, and other relevant policy frameworks.

In the following sections, we outline how our Key Exploitable Assets (EAs) will deliver measurable
benefits—that is, tangible and verifiable outcomes—within the project’s time frame. The ENDURANCE
stakeholder community encompasses EU Member State authorities and policy makers, Cl operators and
industry experts, software engineers and technology developers, researchers and academic institutions,
representatives of civil society.

We elaborate the full spectrum of possible impacts that the project outcomes will generate, considering
both direct and indirect effects. For each expected outcome and impact, we define the scale (magnitude
of change) and significance (importance to stakeholders) using Key Performance Indicators (KPls).

The definition of KPIs was informed by the following considerations:

e consortium size, geographic diversity and outreach capacity reflecting the breadth of
representation across multiple EU Member States and sectors and the available communication
channels to maximise dissemination and uptake.

o excellence of project results reflecting the consortium’s proven expertise, technological
capabilities, and track record in delivering impactful solutions for resilience.

e current political and socio-economic context in Europe reflecting urgent needs—such as growing
hybrid threats, cyber risks, supply chain disruptions, and climate-related hazards—that will drive
stakeholder interest and encourage uptake of results.

By systematically aligning outcomes with KPIs under these baseline conditions, the project is going to:

e facilitate regulatory compliance and adoption of best practices by Cl operators

e strengthen cross-border cooperation between public and private stakeholders

e improve risk assessment, prevention, and response capabilities in line with EU disaster resilience
goals

e support the development of innovative tools and methodologies for resilience monitoring and
testing

e enhance public trust through demonstrable improvements in the security and continuity of
essential services
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The structured approach ensures that impacts are quantifiable, traceable, and aligned with EU policy
priorities, enabling clear demonstration of the project’s value both during its lifetime and beyond.

The partners have distinct exploitation interests according to their core activities. New technologies
produced in the project enable rich joint and individual exploitation opportunities. Exploitation leads
who is in role of coordinating the business development aspects of the Exploitable Assets (EAs) with the
support of other partners are:

e EA1 European Strategy for Disruption Resilience: ALL partners.

® EA2 Trusted UE CER Data Space: ENG (lead), EVI-RO/-DE, SYN, SBT, ICCS.

e EA3 Digital Twins for Interconnected Essential Services: EVI-RO (lead), EVI-DE, ENG, SYN, ICCS.

e EA4 Data Exchange & Federated Processing Services: SYN (lead), EVI-RO/-DE, ENG, SBT, ICCS, ICS.
® EAS Risk & Resilience Assessment Services: SBT (lead), EVI-RO/-DE, ENG, SYN, ICCS, ICS.

e EA6 Simulation & Training Services: EVI-RO (lead), EVI-DE, ENG, SYN, SBT, ICCS.

o EA7 Know-how, best practices, recommendations: ALL partners.

To measure impacts it is important to clearly understand target EA’s.

Assessment Plan

Outcome #1 (OUT1): tools for EU Member State authorities and operators for the assessment and
anticipation of relevant risks to the provisions of essential services are identified. (EA1, EA2)

A comprehensive assessment and anticipation of cross-x risks to the provisions of essential services require
many different inputs related to (i) the functioning of the services as well as the organisations operating,
overseeing, and regulating them, (ii) their interdependencies, and (iii) existing vulnerabilities and all types
of relevant hazards and emerging threats. To be able to identify tools that can support the Cl authorities
and operators in this task, we will first facilitate a strong cooperation among them and a continuous
dialogue with them (T1.1) to discuss, gather, and analyse the insights on the current practices, tools, and
needs (T1.2, T1.3). In parallel, we will analyse the SotA (T2.2) and relevant data sources (T2.3) to identify
available means for risk and resilience assessment, and afterwards design (T2.4) and integrate and deploy
(T2.5) specific tools and components for their realization. Further, we will consider a wide spectrum of
vulnerabilities, threats, hazards, and risks that stem from the physical and digital environment, as well as
from the interdependencies across the services (T3.1). These insights will help to identify the tools needed
and available for the joint, cross-x risk assessment and anticipation. The results will be included in the
CER-relevant Data Space (T3.2, EA2) and the Strategy for Disruption Resilience (T1.4, EA1). Iterative joint,
cross-x stress tests and large-scale exercises (WP5) will further evaluate tool effectiveness and identify
potential further means needed for the joint risk assessment and anticipation. Similarly, our engagement,
promotion, and business development activities (WP6) will foster open and continuous communication to
gather valuable feedback from the stakeholders about other available means and tools, about the
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emerging standards and policies that may shape the tools’ relevance in the future, and about the market
needs and trends.

Outcome #2 (OUT2): the cooperation between authorities of EU MS is facilitated by providing solutions
for data exchange and joint cross-border risk assessments. (EA2, EA4, EA5, EA7)

By facilitating strategic cooperation as well as continuous engagement and communication among the
competent EU MS authorities (T1.1), we will ensure that the developed solutions align with their practical
needs and challenges, thereby influencing and promoting their willingness to engage in data sharing and
joint, cross-x risk assessments. On a technical level, we will harmonise definitions and data relevant for a
cross-x risk and resilience assessment (T3.1, EA7), including data on EU MS critical entities, essential
services they provide, associated service interdependencies, and relevant hazards, risks, and possible
cascading effects. The data will be gathered by and provided to all Cl authorities and operators through
the Trusted EU CIR Data Space (T3.2, EA2) that will provide a trustworthy and standardized environment
for the exchange of key information, enabling users to gain a “big picture”. Especially in the cross-border
contexts, such harmonisation, definition, and data accessibility enhance the understanding of shared risks
and vulnerabilities and thus facilitate strong collaboration in the sense of data sharing and risk assessment
that cross national borders. Moreover, by developing and implementing a harmonized data governance
structure within the Data Space will ensure that data exchange adheres to common standards and
protocols, making it easier for different authorities to collaborate without facing interoperability
challenges.

Further, we will develop specific tools and services for secure data exchange and federated data processing
for cases where data cannot be shared (T4.1, EA4). By developing common protocols, we will address the
challenge of the diverse practices and tools used by the EU MS authorities. This standardization will
simplify the process of sharing sensitive information related to resilience, thus promoting efficient and
effective cross-border cooperation.

Finally, we will deliver methodologies, tools, and services for a cross-x risk and resilience assessment (T4.2,
EA5). These will enable the Cl authorities to collaboratively assess and understand the interdependencies
and shared risks. By providing such a common platform, we directly contribute to the greater cooperation
between the EU MS authorities not only in sharing data and assessing risks and resilience, but also in
mitigating risks, effectively managing disruptions, and fostering a comprehensive and collective approach
to Cl resilience.

Outcome #3 (OUT3): simulation tools are developed for large-scale exercises to test the resilience of
operators and of specific sectors, and related training courses are designed. (EA3, EA6, EA7)

Our goal is to develop solutions that provide advanced support to EU MS competent authorities and CI
operators in their collaborative efforts to enhance the resilience of essential services against a spectrum
of disruptions arising from cyber, physical, and hybrid threats and hazards. To achieve this, we adopt a
multifaceted approach that places the insights from the Cl operators and authorities (T1.1) at the
forefront. By synthesizing these insights with findings from our extensive desk research (T1.2, T1.3), we
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will thoroughly analyse the specific operations of critical entities across various sectors. This
comprehensive analysis includes understanding of the cross-x interdependencies that underscore these
essential services and identification of a wide spectrum of risks related to cybersecurity, natural disasters,
human threats, and technological failures (T3.1). In parallel, we will explore the state of the art in
simulation tools (T2.2) and analyse existing practices in testing and training adopted by Cl authorities (T1.1,
T1.2), along with identifying gaps in these practices (T1.3). This work will shed a light on the most
vulnerable (strategic, technological, and human) aspects of ensuring essential service continuity and will
thereby provide a great baseline for the need oriented and user-centric design of simulation tools, joint
exercises, and training courses (EA7).

Based on the identified needs and gaps, we will synchronously (i) design simulation and training scenarios
(WPS5) to rigorously test operational resilience of Cl operators within and across different sectors (focusing
on the digital, energy, health, public administration, drinking and wastewater management sectors),
leveraging our cross-x and all hazard approach, and (ii) develop advanced simulation and training tools
and services (including a Digital Twin (T3.3, EA3) and a Cl-Range (T4.3), EA6) that implement these
scenarios and enable comprehensive, interactive, and large-scale resilience testing in different pilot
exercises (WP5). Throughout, we will evaluate the effectiveness of our solutions using well-defined
criteria, ensuring that our tools are both innovative and impactful.

Additionally, we recognize the need for robust user engagement, aiming to proactively empower Cl
stakeholders by offering tailored material, curricula, and courses on Cl resilience (T3.4) along with the
training services (T4.3, EA6). This holistic strategy is designed to cultivate a resilient mindset and enable
effective responses to disruptions.

Outcome #4 (OUT4): measures by MS authorities to facilitate risk assessments by operators are identified,
including the assessment of cross-sector and cross-border interdependencies. (EA1, EA2, EA4, EA5)

One of our key activities is the close cooperation with the competent authorities responsible for different
sectors in different EU countries — from within the consortium and beyond. In our continuous dialogue
with these authorities (T1.1), we will gather insights to understand and analyse their current definitions,
methodologies, practices, and policies (T1.2), as well as their needs and challenges (T1.3) in facilitating
cross-x risk assessment by Cl operators.

This collective (and confirmed/validated) understanding of the existing landscape will enable us to
propose harmonized definitions, methodologies, and procedures for the cross-x risk and resilience
assessment, as well as for the joint and effective disruption preparedness and response. These results will
be gathered in the Strategy for disruption resilience (T1.4, EA1), which will be continuously validated and
improved (T1.1, WP5). This work will also be fed by our (i) analysis of the cross-x interdependencies, and
(ii) identification of the wide spectrum of threats and hazards arising from the cyber, physical, human
domains, as well as from the previously identified cross-x interdependencies (T3.1). To solidify these
efforts, we will (i) establish a Trusted EU CIR Data Space (T3.2, EA2) to ensure availability of key
information for cross-x risk assessment, and (ii) implement secure data exchange technologies (T4.1, EA4)
and cross-x risk assessment services (T4.2, EA5) to empower the EU MS authorities to facilitate and
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practically enhance the cross-x risk assessment capabilities of the Cl operators with a cohesive and
unified approach.

Outcome #5 (OUT5): provide common European guidance and support for the drafting of their resilience
plans to meet all the provisions of the proposed CER-Directive: risk analysis, domino effects, cross-sector
and cross-border analysis, standardised plans, educational and training tools. (All EAs)

We actively guide and support the Cl stakeholders in their understanding of / compliance with the CER-
Directive by (i) gathering the knowledge, sharing the CER-relevant data, and developing tools and services
for the cross-x risk and resilience assessment (WP3, WP4, EA2-EA7), (ii) harmonising the definitions,
methodologies, and approaches across EU for enhancing resilience, thereby enabling a unified and
standardised drafting of business continuity / resilience plans (T1.4, EA1), (iii) delivering user-centric
materials, courses, tools, and services for resilience-oriented education and training (T3.3, T3.4, T4.3,
EA6), and (iv) continuously validating our results and directly guiding the Cl stakeholders in meeting the
provisions of the CER-Directive through the national and European workshops (T1.1) and through the
joint, large-scale exercises with the Cl operators and authorities (WP5).

Through the ENDURANCE framework and, specifically, through the user-centric advanced dashboards
(T4.4), the EU MS authorities and Cl operators will be able to access CER-relevant data, tools, and services
that (i) enhance communication and collaboration across organisations, sectors, and countries, (ii) enable
secure and continuous sharing of guidelines and best practices, and (iii) provide support in drafting their
own resilience plans.

Outcome #6 (OUT6): an all-hazards framework is created to support MSs in ensuring improved concepts
and instruments for the anticipation of risks to entities providing essential services, resulting in an
improved preparedness & response against disruptions of key sectors in the EU and enhanced resilience
of the EU market. (All EAs)

With the setup of the Working Group on disruption resilience (T1.1), we are establishing and fostering a
dynamic environment for strategic cooperation among EU MS authorities, laying the groundwork for a
unified European approach to resilience. Our commitment extends to providing more than just a
cooperation environment; we are providing a European strategy for disruption resilience (T1.4, EA1)
encompassing harmonized definitions, methodologies, and guidelines, aligning with the provisions of the
CER Directive and facilitating a collective front against disruptions. Further, we aim not just to meet the
provisions of the CER Directive but to surpass them. We’re building a resilient foundation that embraces
diversity, complexity, and the evolving nature of risks. Our strategy is not a static document; it’s a living,
adaptive framework that reflects the dynamic challenges faced by Cls. Moreover, we are not merely
focusing on theoretical constructs. We are creating practical solutions—a CER-relevant data space coupled
with a suite of tools and services (WP3, WP4, EA2-EA6) for joint anticipation and assessment of risks. Our
approach to their design and development is rooted in an all-hazard perspective (T3.1) that goes beyond
singular threats, embracing the complexity of interdependencies across sectors and countries.
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Our vision spans a wide spectrum of threats, hazards, and risks, recognizing the diversity of challenges
faced by the Cl operators in (i) human-caused threats like sabotage, cyber-attacks, and conflicts, (ii)
technological hazards including industrial accidents and infrastructure failures, (iii) natural disasters such
as floods, earthquakes, and wildfires, (iv) environmental issues like water pollution, climate change, and
geomagnetic storms, and (v) health emergencies, encompassing, among others, pandemics, waterborne
ilinesses, and biological terrorism (EA7).

Contributions towards the expected wider impacts

Impact #1 (IMP1): ensured resilience of large-scale interconnected systems infrastructures and the
entities that operate them in in case of complex attacks, pandemics, natural/human-made disasters,
impacts of climate change. (All EAs)

Every chain is as strong as its weakest link. In the context of large-scale interconnected infrastructures and
services they support, the weakest links are individual critical entities operating individual services within
single sectors and countries. Our approach in the development of the tools, services, and strategy
addresses challenges of / provides support to individual entities (e.g., energy provider), services they
provide (e.g., electricity distribution, grid maintenance), sectors they belong to (e.g., energy, digital), and
countries they reside in (e.g., Slovenia, Romania), but, most importantly, our approach enhances
resilience of the interlinked, intertwined, transboundary, largescale European network of entities,
infrastructures, and services. This is reflected in our plan to enhance cooperation among/with different Cl
stakeholders (T1.1), prepare a harmonised, European strategy for disruption resilience (T1.4, EA1),
develop tools and services for collaborative, cross-x risk and resilience assessment and training (WP2-
WP4, EA1-EA6), and coordinate joint, cross-x, large-scale exercises (WP5, EA7).

In our work, we consider different types of interdependencies, including physical and geographic (e.g.,
shared facilities or facilities in close proximity), digital (e.g., integrated IT networks), supply chain-related
(e.g., having common suppliers), cross-sectorial (e.g., one service is essential for the operation of another),
etc. As elaborated in our contribution to OUT6 above, in cooperation with Cl authorities and operators,
we consider a wide spectrum of complex threats, hazards, and risks arising from the environment, nature,
health, technology, and humans (T3.1)

Impact #2 (IMP2): upgraded systems for resilience of the operators and the protection of Cl to enable
rapid, effective, safe, and secure response and without substantial human intervention to complex
threats and challenges and better assess risks ensuring resilience and open strategic autonomy of
European infrastructures. (EA2-EA6)

All our tools and services are designed in a way that increases level of automation in response to complex
threats and challenges without the need for a substantial human intervention: (i) the trusted data space
(T3.2, EA2) and services for secure exchange and federated processing of information (T4.1, EA4) provide
seamless and secure access to high-quality CER-relevant data without the need for manual collection or
pre-processing, or for human supervision. (ii) the services for multi-dimensional risk and resilience
assessment (T4.2, EA3, EA5) include data/Al-driven technologies that assist Cl operators and authorities
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in maintaining situational awareness, making evidence-based decisions, and effectively preventing or
responding to disruptions, thus reducing the need for manual (possibly error-prone) assessments. (iii)
our simulation and training tools provide comprehensive visualisations and immersive experiences to
facilitate realistic and data-driven training scenarios for operators (T73.3, T3.4, EA6). These tools harness
advanced technologies such as digital twins and Cl-ranges that mimic real-world disruptions and thereby
provide the operators means for hands-on, practical, and cost-effective exposure to complex threats in
a simulated environment.

Impact #3 (IMP3): resilient and secure smart cities are protected using the knowledge derived from the
protection of critical infrastructures and systems that are characterised by growing complexity. (EA1,
EA7)

The consortium includes representatives of public administrations and regions (FVG, RDFA, RDFW) as well
as local/regional Cl operators of Cl (e.g., regional digital service provider INS, private hospital CGDM) that
are a link with smart cities. Our results will thus also incorporate challenges that are inherent to the
complex systems in smart cities and will also be based on the needs of smart cities.

The developed solutions, know-how (EA7), and strategy (EA1) will be, through these links, disseminated
to other actors in the smart city domain. Through all the participating Cl operators and authorities, large
companies and SMEs, and research organisations, we will be able to reach, support, and influence a wide
audience of different smart city stakeholders (governments, start-ups, industry, citizens, planner,
architects, etc.) across Europe.

Selection of methods qualitative and quantitative metrics

Methods

This section outlines the methods applied within ENDURANCE, noting that some require greater
coordination among project partners than others. For instance, surveys necessitate careful consideration
of country-specific conditions and language, making close collaboration essential for effective
implementation. Conversely, methods primarily at the EU level, such as formalising partnerships, are
generally easier to initiate, though they may still benefit from partner support. The following descriptions
summarise each method, highlighting the particular project needs they address.

Surveys

The use of surveys in ENDURANCE for assessing specific KPIs requires careful design, sampling, and
coordination to effectively capture stakeholder perspectives on project outcomes. Literature highlights the
importance of using structured surveys for assessing satisfaction, agreement, and adoption intentions,
especially when capturing perceptions of innovation and technology solutions in Cl resilience contexts
(Dickel and Graeff 2018).

e Satisfaction with ENDURANCE Solutions Performance (Example: >90% satisfaction among public
and private authorities and practitioners)
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Sample Selection: given the goal of reaching over 90% satisfaction, sampling should ensure a
broad representation across the ENDURANCE stakeholders’ community, particularly focusing on
public authorities and private practitioners who are directly engaged in the pilot activities. This
could involve stratified sampling based on country, sector, or involvement level to ensure diverse
insights.

Coordination: partner support is crucial for identifying suitable respondents, especially for
navigating national variations in different Cl sectors structure and roles. Partners in each country
can assist with survey distribution and local engagement.

Retrospective questions: retrospective questions should capture perceptions of improvement or
changes in satisfaction over time, such as comparing baseline satisfaction with satisfaction during
or after the pilots. Within limitations, this approach can help identify specific solution features
that contribute to overall satisfaction (Hipp et al. 2020).

Agreement with Evidence-Based Results (agreement within the ENDURANCE stakeholders’
community)

Sample Selection: to capture reliable feedback on the evidence-based results of ENDURANCE
solutions, the sample should cover a range of stakeholders, particularly those involved in assessing
or validating pilot results. Random sampling within these groups can ensure a balanced
perspective.

Coordination: partners play a critical role in facilitating the survey’s dissemination to ensure high
response rates and in interpreting findings within each national context, given differences in policy
expectations or operational standards.

Enhancement of transparency, accountability and trust (report improvement)

Sample Selection: this outcome requires engaging participants who directly experience or
implement the ENDURANCE solutions in their governance roles. Selecting samples based on
experience level or direct engagement with resilience-focused tools will provide relevant insights.

Coordination: partners are needed to help localise survey questions, as perceptions of
transparency and accountability may vary by cultural and political context. Coordination can also
help reach participants who might be less familiar with resilience governance models.

Willingness to use ENDURANCE solutions post-project (example: >70% adoption intention)

Sample selection: to assess long-term adoption intentions, the sample should focus on
stakeholders involved in piloting and using ENDURANCE solutions, as well as those in decision-
making roles concerning solution adoption.

Coordination: partner support is essential to emphasise the importance of adoption-related
questions, particularly in making respondents aware of potential future uses and benefits.
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Partners can help clarify how ENDURANCE solutions align with ongoing national or organisational
strategies.

e Agreement on the business model and Exploitation Strategy

Sample selection: since the focus is on agreement with the business model, samples should
include both end-users and decision-makers who evaluate the sustainability aspects of the
solution. Sampling should represent both practitioners and administrators to gauge broad
support.

Coordination: effective communication about the business model’s value proposition is essential,
with partners helping contextualise the strategy to align with regional economic conditions and
governance structures.

According to survey theory, achieving high response quality in satisfaction and adoption surveys benefits
from carefully designed questions that consider social desirability bias, particularly in sensitive areas like
Critical Infrastructire environments. In addition, retrospective questions are grounded in the theory of
change, where they help capture shifts in perception over time, providing insights into how users'
experiences with ENDURANCE solutions evolve. This approach can improve validity and provide more
actionable insights for future project phases.

Cost-Benefit-Analysis (CBA)

Cost-benefit analysis (CBA) is a method used to evaluate the economic viability of a project by comparing
the anticipated costs of implementation with the expected benefits. In essence, CBA quantifies both costs
and benefits in monetary terms to assess whether the projected advantages outweigh the expenditures.
By providing a clear metric for decision-making, CBA helps stakeholders understand the financial value and
sustainability of proposed solutions and identify areas where cost reductions or benefit enhancements are
feasible.

In the ENDURANCE project, CBA is applied across different level pilot states—Romania, Slovenia, Greece
and Italy with final joint approach in Macro European pilot—to assess the efficiency and economic impact
of ENDURANCE'’s solutions within each unique context. Each country pilot addresses a distinct area of
complexity of Cl resilience, from micro pilots to meso pilots and in the end state the macro European pilot.
CBA in these pilots involves assessing the costs of implementing ENDURANCE’s data-driven solutions, such
as technology support for better resilience, training, and operational adjustments, against the benefits
realised through enhanced transparency, accountability, and cost savings from improved resilience
methods and governance.

Key considerations in ENDURANCE’s application of CBA include:

1. Country-Specific adaptations: each pilot operates within different Cl resilience and governance
frameworks, which affects cost structures and benefit calculations.
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2. Quantifiable Benefits: CBA requires that benefits, such as time savings, reduced risk, and increased
public trust on resilience of key services and infrastructure, are expressed in monetary terms. In
ENDURANCE, this is particularly important for demonstrating tangible returns.

3. Stakeholder-Specific Metrics: in each pilot, CBA considers the particular roles of stakeholders, such as
government agencies, Cl sector operators, societies’, EU coordinators, in achieving and valuing
ENDURANCE’s outcomes.

4. Sustainability and Long-Term Value: beyond immediate gains, CBA in ENDURANCE assesses the long-
term viability of maintaining ENDURANCE solutions post-project.

SWOT

A SWOT analysis, which stands for Strengths, Weaknesses, Opportunities, and Threats, is a strategic
planning tool used to assess the internal and external factors that could impact an initiative or
organisation. Unlike cost-benefit analysis, which focuses on the economic evaluation of a project, SWOT
analysis provides a broader strategic overview by examining both the potential advantages and challenges.

While an earlier SWOT analysis presented in the Exploitation and Innovation Strategy chapter focused on
the ENDURANCE project itself, evaluating its internal capacities, market position, and operational
challenges, the present section applies the SWOT framework at a broader EU policy and ecosystem level.

In this context, the SWOT analysis is applied at the EU level to generate informed policy recommendations
that support the adoption and integration of resilience-enhancing tools, methods and operational
procedures in Cl environments.

Key Elements of the ENDURANCE SWOT analysis

1. Strengths: the analysis explores internal factors that can support the integration of ENDURANCE’s
solutions within EU Cl eco-system. Strengths may include existing infrastructure for digital data
management, technical expertise among policymakers, and any pre-established policies aligned with
providing resilience society goals. By identifying these strengths, the SWOT analysis helps determine areas
where ENDURANCE’s solutions can align with or build upon current capabilities, ensuring a smoother
transition to resilience-focused governance.

2. Weaknesses: this aspect focuses on internal limitations that may hinder the adoption of ENDURANCE’s
tools, methods and procedures, such as a lack of technical expertise, insufficient funding, or resistance to
change within Cl institutions. Recognising these weaknesses allows ENDURANCE and policymakers to
devise strategies that mitigate these issues, whether through additional training, support, or gradual
implementation approaches. Understanding internal limitations is particularly important in ensuring that
policy recommendations are both feasible and aligned with institutional capacities across various EU
countries.

3. Opportunities: external opportunities are identified to highlight potential benefits that resilience-
focused technologies can bring to Cl eco-system. This may include increased public trust, alignment with

Public Page 58 of 75

© ENDURANCE

The ENDURANCE project has received funding from the European Union’s Horizon Europe research and innovation

- T programme under grant agreement no.101168007. Views and opinions expressed are however those of the author(s)
European Union only and do not necessarily reflect those of the European Union or the European Research Executive Agency. Neither

the European Union nor the granting authority can be held responsible for them.



g«; ENDURANCE

D11.2 Impact Generation Strategy [Public - PU]

EU-wide resilience transformation goals, and advancements in data-driven policy-making. By capitalising
on these opportunities, ENDURANCE'’s policy recommendations can emphasise how the adoption of CI
resilience tools not only enhances resilience governance but also contributes to broader EU objectives,
such as more resilience EU community, digital sovereignty, enhanced accountability, and regulatory
compliance.

4. Threats: the analysis also considers external risks that could undermine the success of integrating
ENDURANCE’s resilience orientated tools and procedures. These threats may include data privacy
concerns, cybersecurity risks, lack of communication and coordination (siloes approaches) and potential
resistance from Cl community wary of increased transparency. By identifying these threats, ENDURANCE
can work with policymakers to create robust resilience strategies to address these risks, such as enhancing
data protection measures, conducting awareness campaigns, or gradually introducing resilience-
enhancing tools to build acceptance.

Key Considerations in ENDURANCE’s SWOT analysis
In ENDURANCE’s context, a few considerations are essential for conducting an effective SWOT analysis:

Stakeholder Collaboration: given the EU-wide focus, involving a broad range of stakeholders, including
policymakers, Cl operators, regulators, public officials, and technology experts, is crucial to capture diverse
perspectives. This collaborative approach ensures that the strengths, weaknesses, opportunities, and
threats identified reflect the complex landscape of EU governance and digital transformation.

Policy-Driven Context: SWOT analysis in ENDURANCE is specifically geared toward generating actionable
policy recommendations. Therefore, the analysis focuses not only on institutional readiness but also on
aligning recommendations with EU policy priorities, such as the CER, NIS-2, EU Digital Strategy and the
European Data Strategy. By tailoring SWOT findings to policy goals, ENDURANCE provides relevant,
actionable insights for decision-makers.

Future-Oriented Assessment: since SWOT is aimed at long-term policy recommendations, the analysis
emphasises anticipated challenges and opportunities rather than solely current conditions. This forward-
looking perspective is essential in preparing all spectrum of institutions for future resilience demands and
ensuring the sustainability of ENDURANCE’s recommendations.

Usability testing

Usability testing is a method used to evaluate the user-friendliness, functionality, and overall experience
of resilience tools by observing how real users interact with them. In ENDURANCE, usability testing is
specifically applied to assess the interactive visualisation modules, which are designed to support
resilience strength and accessibility for different Cl related stakeholders. Unlike broader evaluation
methods such as SWOT or cost-benefit analysis, usability testing focuses narrowly on the interface and
user experience to ensure the modules are intuitive, efficient, and satisfy end-user requirements.

In the project, usability testing is conducted by psychology and user experience (UX) experts who guide
participants through task-based evaluations within the visualisation module. By having users perform
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predefined tasks, the testing measures key indicators such as task success rates, time taken to complete
tasks, and overall user satisfaction. These indicators provide direct feedback on how well the module
meets user needs and aligns with ENDURANCE’s objectives of promoting transparency and ease of use.

Key Aspects of Usability Testing in ENDURANCE:

1. Task-based testing: usability testing is structured around specific tasks that participants are asked to
complete within the visualisation module. These tasks may include locating specific data points, filtering
information, or navigating between different views. By focusing on these tasks, testers can identify
usability issues, such as confusing layouts, challenging navigation paths, or unclear visual cues. This task-
based approach ensures that the resilience tools are not only functional but also designed in a way that
supports efficient and effective use.

2. Quantitative and qualitative metrics: usability testing gathers both quantitative data (e.g., task
completion times, error rates, and success rates) and qualitative feedback (e.g., user satisfaction and
perceived ease of use). Quantitative metrics allow testers to measure the efficiency and accuracy of the
visualisation module, while qualitative feedback provides insights into users' subjective experiences,
helping to uncover potential frustrations or areas for improvement. Combining these data types gives a
comprehensive view of the module’s usability.

3. User satisfaction and psychology expertise: psychology and UX experts play a critical role in interpreting
user behaviour and satisfaction. They can observe nonverbal cues, such as hesitations or repeated actions,
which may indicate underlying usability issues. Additionally, experts can analyse verbal feedback and
participant reactions to gauge emotional responses to the interface, an essential component in designing
tools that users find approachable and intuitive. This psychological insight helps the project to refine its
visualisation modules to better meet user expectations.

4. lterative improvement process: usability testing is often conducted iteratively, allowing for continuous
feedback and adjustments. After each testing session, findings are reviewed, and design modifications are
made to address identified issues. Subsequent rounds of testing assess the effectiveness of these changes.
This iterative approach ensures that the visualisation module evolves based on user input, continuously
enhancing its usability and effectiveness.

Specific considerations in ENDURANCE’s usability testing:

e diverse user profiles: given the range of different Cl sector stakeholders involved, usability testing
includes participants from different backgrounds, such as policymakers, operational experts, data
analysts, and technical staff. Testing with a diverse user base ensures that the visualisation module
is accessible and intuitive for various types of users, reflecting the broad application of
ENDURANCE's solutions.

e focus on transparency and data accessibility: the primary objective of the visualisation module is
to promote transparency and make data easily accessible. Usability testing, therefore, pays
particular attention to how well users can understand and interact with the data presented.
Metrics such as time spent locating specific information, ease of data filtering, and clarity of
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visualisations are critical to achieving this objective and ensuring that the module serves its
intended purpose.

e task complexity and real-world scenarios: the tasks included in usability testing are designed to
mirror real-world scenarios users might face when working with real operation Cl environments
and systems. By simulating actual use cases, usability testing provides insight into how effectively
the module supports users’ operational needs, which helps tailor the tool to practical, on-the-job
applications.

Focus groups

Focus groups are a qualitative research method used to gather in-depth insights from participants through
guided discussions on specific topics. In the ENDURANCE project, focus groups are employed to fulfil
adaptive assessment KPIs by collecting detailed, qualitative data on user experiences and attitudes
concerning key issues like transparency, ethics, and civic engagement. Unlike other assessment methods,
focus groups enable a rich exchange of perspectives among participants, providing a nuanced
understanding of how ENDURANCE’s resilience governance tools are perceived and their broader impact
on society effectiveness and robustness.

In the project, focus groups may be conducted with diverse Cl stakeholders, including civil servants, NGOs,
and citizens. These sessions explore their experiences, expectations, and satisfaction with ENDURANCE’s
tools, uncovering both the perceived benefits and challenges associated with implementing new digital
solutions in governance. By facilitating dialogue, focus groups offer insights into user attitudes that go
beyond quantitative data, allowing the project to refine its tools and better align them with stakeholder
needs and values.

Key aspects of focus groups in ENDURANCE:

1. Stakeholder-specific sessions: ENDURANCE organises focus groups tailored to various stakeholder
groups, such as government officials, Cl operators, non-governmental organisations, and the general
public. Each session is structured around topics relevant to the participants’ unique roles and perspectives,
ensuring that the discussions are meaningful and focused. For instance, civil servants may discuss
operational impacts, while citizens might focus on how digital tools affect their trust in resilience
government. This segmentation allows ENDURANCE to capture the specific needs, challenges, and
priorities of each group.

2. Exploration of complex topics: focus groups are particularly effective for exploring complex, sensitive
topics like ethics, transparency, and civic engagement, which are central to ENDURANCE’s objectives. By
engaging participants in the discussion, ENDURANC gains insights into stakeholders’ attitudes and beliefs,
as well as any ethical concerns or resilience issues they may perceive. This qualitative approach is essential
for understanding the deeper implications of resilience governance tools, helping to identify both the
strengths of ENDURANCE’s solutions and areas where improvements may be needed.

3. Guided by trained moderators: in the project, focus groups are led by trained moderators who facilitate
discussions, ensuring they remain focused on key topics while allowing participants the freedom to express
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their opinions openly. Skilled moderators use probing questions to delve deeper into specific points,
uncovering insights into how participants feel about the resilience aspects of ENDURANCE’s tools.
Moderators also manage group dynamics to ensure balanced participation, allowing for a comprehensive
view of varied user experiences and attitudes.

4. Data collection and analysis: data from focus groups is recorded and systematically analysed to identify

recurring themes, trends, and unique perspectives. This analysis highlights common areas of satisfaction,
concerns, and suggestions for improvement across stakeholder groups. By categorising responses,
ENDURANCE can pinpoint specific needs, such as increased transparency features or ethical safeguards,
and integrate these insights into ongoing tool development.

Specific considerations in ENDURANCE’s focus group application:

adaptive assessment focus: focus groups in ENDURANCE, especially European working group for
resilience disruption are tailored to adaptive assessment KPIs, which require real-time, context-
specific data on how stakeholders interact with and feel about the tools. This adaptability allows
ENDURANCE to respond to emerging themes in user experience and attitudes, making iterative
adjustments to ensure tools remain relevant and effective as project needs evolve.

stakeholder diversity and representation: given the diverse range of users affected by
ENDURANCE's resilience tools, it is essential that focus groups represent various demographic and
professional backgrounds. This diversity ensures that the findings reflect a wide spectrum of
perspectives, offering a balanced understanding of how ENDURANCE’s solutions impact different
segments of society, from policy-making professionals to community members.

insights into civic engagement and trust: since ENDURANCE’s focus is on enhancing Cl resilience
and civil engagement for achievement society resilience, focus groups delve into how these tools
influence participants’ trust in governance and their willingness to engage in civic processes.
Topics might include how resilience tools and strategies impact perceptions of government
accountability or whether they make it easier for citizens to access and understand necessary
responsibilities. This feedback is critical for ensuring that the project tools fulfil their intended role
in fostering an engaged and informed citizenry.

Multivariate statistics/analysis

Multivariate statistics, or multivariate analysis, is an advanced analytical approach that evaluates multiple

variables simultaneously to understand complex relationships and patterns within large datasets. In the

project, multivariate analysis is applied at the EU level to assess broader impacts on digital governance,
public trust, and civic engagement (Graeff and Tinggaard-Svendsen 2013). This method enables
ENDURANCE to track and analyse quantitative data across multiple dimensions, offering insights into how
ENDURANCE's resilience solutions influence governance outcomes and how these effects vary across
regions and conditions.

Multivariate analysis within ENDURANCE leverages data from open sources, such as TED (Tenders
Electronic Daily), which provides valuable information on government Cl resilience activities across the EU.
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By analysing this open data and data provided by the pilot studies, multivariate analysis helps identify
trends in governance effectiveness and reductions in potential resilience gaps.

Key aspects of multivariate analysis:

1. comparative analysis across regions: multivariate analysis allows to evaluate and compare government
performance metrics. This comparative approach helps determine whether the project’s digital solutions
have a statistically significant impact on resilience governance practices. By examining regional variations,
ENDURANCE can assess how different levels of adoption, regulatory environments, or institutional
readiness affect the outcomes of its tools.

2. tracking longitudinal shifts in public trust and engagement: by analysing data over time, multivariate
methods enable ENDURANCE to track changes in public trust and civic engagement linked to the adoption
of resilience governance tools. Variables such as trust in public institutions, citizen participation rates, and
the perceived transparency of government operations can be examined together, providing a holistic view
of how resilience tools and strategies impact citizen-government relationships. This longitudinal analysis
is particularly useful for measuring gradual shifts in public attitudes and engagement over the project’s
duration.

3. linking aggregate EU data to pilot state conditions: multivariate analysis in ENDURANCE is also applied
to link aggregate data at the EU level with specific conditions observed in pilot states. By incorporating
factors like national Cl Resilience structures, economic conditions, and existing transparency frameworks,
ENDURANCE can analyse how pilot-specific outcomes, such as improved Cl resilience approaches in pilot
countries, translate to broader EU-wide trends. This linkage is essential for determining which aspects of
the pilot successes are transferable across different EU contexts.

4. control for confounding variables: in evaluating complex governance data, multivariate analysis allows
ENDURANCE to control for potential confounding variables that might influence results. For instance,
variables such as economic stability, policy changes, and demographic factors can impact on efficiency of
resilience procedures. By controlling for these factors, ENDURANCE ensures that the effects observed can
be more confidently attributed to the implementation of its resilience tools, rather than external factors
unrelated to the project.

Specific considerations for multivariate analysis:

e data sources and quality: given the complexity of multivariate analysis, high-quality data is
essential (Baur et al. 2020). ENDURANCE uses reliable open data sources, such as TED, and verifies
that all data are consistently available across regions and timeframes. Consistency in data
collection helps maintain the accuracy of multivariate analyses, ensuring that comparisons made
across regions or time periods are valid and meaningful.

e complexinteractions and model selection: multivariate analysis in ENDURANCE examines complex
interactions between variables. For instance, shifts in public trust may not only be linked to CI
resilience governance tools but may also vary based on factors like socioeconomic status or
regional political history. Selecting appropriate statistical models that can account for these
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interactions is crucial. Techniques like regression analysis, factor analysis, and clustering methods
help ENDURANCE capture nuanced patterns and relationships that might otherwise go unnoticed.

e Generalisation to EU-wide policy recommendations: the ultimate goal of multivariate analysis in
ENDURANCE is to inform EU-wide policy recommendations. By demonstrating which pilot
outcomes can be effectively scaled and predicting potential impacts under varying national
conditions, ENDURANCE’s analysis provides evidence-based guidance for EU policymakers. This
generalization process is backed by statistical robustness, ensuring that recommendations are
both scientifically valid and practically relevant across diverse EU contexts.

Timeline of assessment activities

Validation of the services and strategy through different real-world scenarios. Initially, we will deploy the
technologies in lab environments and conduct thorough testing to ensure they meet the required
functionality, security, interoperability, and usability (TRL5 at M18). Building on the feedback from this
initial validation and subsequent improvements, we will deploy the technologies in relevant / operational
environments and demonstrate the expected functionalities and benefits (TRL6 at M27, TRL7 at M36).

Timeline of assessment activities

The assessment and validation of the proposed services and strategy will follow a progressive, multi-stage
timeline, designed to ensure both technical robustness and operational applicability. The central objective
is to validate the technologies, methodologies, and strategic approaches not only under controlled
conditions but also in realistic, stress-tested environments that reflect the diversity of critical infrastructure
(CI) operations and resilience needs. The timeline builds upon incremental improvements and systematic
feedback loops, ensuring that each stage strengthens the maturity of the solutions and increases
stakeholder trust in their deployment.

Phase 1 — Laboratory validation and early prototyping (up to TRL5, by Month 18):
In the initial stage, the technologies will be deployed within controlled laboratory environments that
allow for extensive and safe testing. At this stage, the focus will be on:

e functional validation: verifying that the developed services operate according to design
requirements.

e security testing: conducting penetration testing and vulnerability assessments to ensure resilience
against both accidental failures and deliberate cyber intrusions.

e interoperability checks: evaluating compatibility with existing Cl systems, communication
protocols, and data formats.

e usability testing: involving end-users in early demonstrations to capture usability issues and
improve human-system interaction.
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The outputs of this phase will provide early proof-of-concept validation and will serve as the baseline for
further refinements. Stakeholder feedback from Cl operators, technology developers, and civil protection
actors will be collected to align the prototypes with operational needs.

Phase 2 — Pilot deployment in relevant environments (up to TRL6, by Month 27):
Building on laboratory results and refinements, the technologies will next be deployed in relevant
environments that approximate real operational conditions but are not yet full-scale. This phase aims to:

e test the scalability of the solutions, including performance under different loads, environmental
conditions, and stress scenarios.

e demonstrate the integration into Cl workflows, including sector-specific applications (energy,
transport, telecom, water).

e validate the decision support capabilities of the solutions in semi-operational conditions,
including data fusion, situational awareness dashboards, and cross-sector communication.

e provide realistic scenario validation (e.g., flooding, cyber-attack, cascading effects) to evaluate
system adaptability in multi-risk contexts.

This stage will involve close cooperation with selected Cl operators and authorities, ensuring that the
testing environments reflect the operational complexity, legal constraints, and organizational structures
of real-world critical infrastructure management.

Phase 3 — Demonstration in operational environments (up to TRL7, by Month 36):

The final stage of validation involves full-scale demonstrations in operational environments with direct
involvement of Cl stakeholders and end-users. At this stage, the aim is to move beyond testing to proof
of deployment:

e end-to-end validation across multiple Cl sectors to demonstrate interoperability, cross-sector
dependencies, and resilience in realistic multi-hazard scenarios.

e operational stress-testing through large-scale pilot demonstrations, simulating both natural
disasters (e.g., extensive flooding, storms) and technological hazards (e.g., cyber-attacks on
control systems).

e evaluation of resilience outcomes: measuring improvements in detection, response times,
restoration efficiency, and communication flows through predefined KPIs.

e stakeholder training and exercises: embedding the solutions into operational procedures through
live exercises with Cl operators, civil protection, and public authorities.

e policy and governance feedback: providing validated evidence of the technology’s compliance
with European, national, and sectoral resilience frameworks (e.g., CER Directive, NIS2).
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The successful completion of this stage will result in field-proven solutions that are ready for real-world
adoption, delivering measurable improvements in resilience and continuity of operations across multiple
sectors.

A\ RE-EVALUATE THREATS & HAZARDS
THREATS &
HAZARDS

REFINE SCENARIOS

REALISTIC
SCENARIOS

ga INTEGRATE TOOLS & STRATEGIES

TOOLS &

STRATEGIES USER

FEEDBACK
SKILLED

USERS

[1 VALIDATE RESULTS

Figure 4: Shema: Pilot and strategy evaluation and validation circle

Continuous evaluation and feedback loops:
Throughout all phases, a structured process of feedback, monitoring, and iterative improvement will be
embedded. Each assessment stage will conclude with:

o technical evaluation reports, including lessons learned and identified improvements.

o stakeholder workshops, ensuring that the perspective of Cl operators, policy makers, and
technology developers is integrated.

e cross-validation of KPIs, ensuring comparability between different test environments and
demonstration scenarios.

o alignment with resilience indicators, linking results to the broader EU strategy on Cl resilience,
climate adaptation, and digital sovereignty.

This structured timeline ensures a progressive build-up of trust, maturity, and operational relevance,
leading from controlled laboratory validation to real-world operational demonstration. It guarantees that
by the end of the project, the solutions will not only be technically mature but also institutionally and
socially embedded, ready for adoption at scale across European Cl operators.

As illustrated above, we undertake targeted activities to:

(i) enhance strategic cooperation and collaboration among the European Cl stakeholders at all levels.
This involves building a structured and sustainable platform for dialogue, coordination, and joint action
among critical infrastructure (Cl) stakeholders. The initiative brings together more than 100 relevant
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practitioners, policymakers, regulators, and technical experts from across Europe, representing multiple
Cl sectors (energy, transport, telecommunications, health, finance, and water management). The aim is to
break down silos and establish mechanisms for information exchange, joint decision-making, and
coordinated planning. By facilitating cross-border and cross-sectoral interaction, we strengthen mutual
trust, align strategies for risk prevention and crisis response, and enable synergies that improve Europe’s
collective resilience posture.

(ii) develop datasets, registries, methodologies, technologies, and services (at TRL6-7) for secure sharing
and federated processing of CER-relevant data, joint assessment of relevant risks and resilience, and
large-scale stress-testing of preparedness.

This activity ensures that stakeholders are equipped with the tools and infrastructures necessary for
evidence-based resilience planning. The project develops federated data-sharing frameworks that comply
with European regulations on data protection and cybersecurity, while still allowing for effective cross-
organizational cooperation. Novel methodologies will be designed for harmonised risk assessment,
including multi-hazard and cascading effect analysis across different Cl sectors. Large-scale stress tests and
simulation exercises will be conducted, leveraging Digital Twins, scenario-based modelling, and advanced
decision-support technologies. These will allow stakeholders to explore systemic vulnerabilities, evaluate
dependencies, and test resilience under extreme but plausible conditions. By reaching technology
readiness levels TRL6-7, the project ensures that the developed tools are not only conceptually validated
but are also functional in relevant operational environments.

(iii) provide a harmonised and pragmatic strategy for the continuity of the interconnected essential
services.

Continuity of essential services across Europe depends on the resilience of interconnected and
interdependent infrastructures. The project will deliver a harmonised, practical strategy for service
continuity that takes into account the operational, regulatory, and technological realities of different
sectors. This strategy will be co-designed with and validated by more than 20 relevant European sectorial
and national Cl authorities, ensuring both legitimacy and applicability. It will include pragmatic guidelines,
operational protocols, and policy recommendations for ensuring resilience before, during, and after
disruptive events. Furthermore, the strategy will provide actionable guidance on how to integrate
resilience principles into procurement, investment planning, and operational practices, thereby ensuring
long-term sustainability.

In summary, through these three targeted activities, the project creates a holistic and scalable resilience
framework that strengthens cooperation, builds trusted data-driven tools for risk and resilience
assessment, and supports the adoption of harmonised strategies for ensuring continuity of essential
services across Europe.

(iv) enhance strategic cooperation and collaboration among the European Cl stakeholders at all levels.
This activity directly supports the implementation of the CER Directive (EU 2022/2557), which requires
Member States to identify, assess, and enhance the resilience of critical entities. By bringing together more
than 100 practitioners and experts across Europe, the project facilitates the creation of a transnational
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resilience community, building trust and harmonisation between national authorities, regulators, Cl
operators, and private sector stakeholders. Such strategic cooperation also contributes to the objectives
of the NIS2 Directive, which highlights the importance of cross-sectoral and cross-border cooperation in
cybersecurity and operational resilience. Through structured exchanges, joint workshops, and
coordination exercises, stakeholders will establish shared practices and lay the foundation for long-term
cooperation platforms aligned with EU security and resilience frameworks.

(v) develop datasets, registries, methodologies, technologies, and services (at TRL6-7) for secure sharing
and federated processing of CER-relevant data, joint assessment of relevant risks and resilience, and
large-scale stress-testing of preparedness.

(vi) enhance strategic cooperation and collaboration among the European Cl stakeholders at all levels.
This activity directly supports the implementation of the CER Directive (EU 2022/2557), which requires
Member States to identify, assess, and enhance the resilience of critical entities. By bringing together more
than 100 practitioners and experts across Europe, the project facilitates the creation of a transnational
resilience community, building trust and harmonisation between national authorities, regulators, Ci
operators, and private sector stakeholders. Such strategic cooperation also contributes to the objectives
of the NIS2 Directive, which highlights the importance of cross-sectoral and cross-border cooperation in
cybersecurity and operational resilience. Through structured exchanges, joint workshops, and
coordination exercises, stakeholders will establish shared practices and lay the foundation for long-term
cooperation platforms aligned with EU security and resilience frameworks.

(vii) develop datasets, registries, methodologies, technologies, and services (at TRL6-7) for secure
sharing and federated processing of CER-relevant data, joint assessment of relevant risks and resilience,
and large-scale stress-testing of preparedness.

This activity operationalises the risk assessment and resilience-building mandates of the CER Directive
by providing the technical and methodological instruments needed for implementation. Federated data-
sharing infrastructures ensure compliance with EU data governance regulations, while enabling critical
data flows necessary for cross-sectoral risk assessment. The integration of Digital Twins, Al-driven
analytics, and scenario-based stress testing will provide authorities and operators with forward-looking
tools to anticipate and mitigate cascading risks, including those exacerbated by climate change. This also
aligns with the EU Climate Adaptation Strategy and the European Green Deal, which emphasise
strengthening resilience to climate-driven hazards, such as flooding, heatwaves, and droughts, by
equipping sectors with innovative technological solutions. By validating these technologies up to TRL7, the
project ensures that solutions are not just theoretical but ready for real-world deployment, providing
immediate added value to Cl operators and regulators.

(viii) provide a harmonised and pragmatic strategy for the continuity of interconnected essential
services.

Continuity of essential services is at the heart of both the CER Directive and the Union Civil Protection

Mechanism (UCPM), which seek to ensure the stability of services that support citizens’ daily lives. By co-

designing and validating the strategy with 20+ European sectorial and national Cl authorities, the project
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ensures broad legitimacy and uptake potential. The strategy goes beyond abstract policy
recommendations by offering concrete operational guidance, sector-tailored protocols, and cross-
sectoral coordination models, ensuring that interdependent infrastructures (e.g., energy, transport,
telecom, health) can maintain or quickly restore operations in the event of disruption. Furthermore, the
strategy will incorporate best practices for integrating cyber resilience (in line with NIS2), as well as
climate risk adaptation principles, making it directly relevant to ongoing EU policy efforts.

Impact and Policy Alignment

Taken together, these three pillars of activity support the EU’s strategic vision of a resilient, green, and
digital Europe. They address the dual challenge of increasing climate-driven natural hazards and rising
cyber-physical threats, ensuring that Europe’s interconnected critical infrastructures are prepared for the
complex risks of the 21st century. The project’s outputs will provide tangible support for Member States
in fulfilling their obligations under CER, NIS2, the Green Deal, and the Climate Adaptation Strategy, while
also advancing the EU’s broader geopolitical resilience agenda. In doing so, the project will contribute to
safeguarding essential services for citizens, strengthening societal trust, and enhancing Europe’s autonomy
and competitiveness in a volatile global environment.

Detailed outcomes and their Key Performance Indicators (KPls)

Outcome #1 (OUT1): tools for EU Member State authorities and operators for the assessment and

anticipation of relevant risks to the provisions of essential services are identified. EA1, EA2

Cls Engagement | Key Tool Data Alignment All-Hazard Tool Usability
Rate Integration Rate Coverage Rate | Rate
Rate
KPIs >80% of Cl >70% of the key | >80% alignment >90% of all >75% level of
authorities and tools between the vuln., threats, usability
operators from identified in the | identified data and hazards and practical
the Working analysis of needs identified are relevance
Group are actively | current practices | and actual data integrated into of the
engaged in the and SotA, availabilities for a the Risk & ENDURANCE
dialogue. addressing comprehensive, Resilience tools and
users’ needs, are | joint Assessment services, as
integrated into risk assessment service and perceived by the
the Data and Strategy. users
Space, Strategy, anticipation. gathered during
or Risk & the
Resilience workshops,
Assessment pilots, and
service. promotion.
Methods | statistic survey
EA EA1 (ICS lead) EA1, EA2 (ENG | EA1, EA2 (SYN EA1, EA2 (SBT | EA2 (ENG
lead) lead) lead) lead), EA1
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Outcome #2 (OUT2): the cooperation between authorities of EU MS is facilitated by providing solutions

for data exchange and joint cross-border risk assessments.

EA2, EA4, EAS, EA7

EU MS Authority Tool & Service Number of Cross-X | Stakeholder
Engagement Rate Adoption Rate Assessments Satisfaction
Rate
KPls >50% of Cl >10 of Cl authorities | >30 of joint cross-x >85% of Cl
authorities from adopt the risk authorities are
the Working Group | developed tools and | and resilience satisfied with the
contribute to the services for risk assessments using usability and
Data Space and data | assessment. our solutions. effectiveness of our
exchange. solutions.
Methods | Surveys, task base Surveys, task base Surveys, task base Surveys, task base
testing, usability testing, usability testing, usability testing, usability
testing, guided testing, guided testing, guided testing, guided
discussions and discussions and discussions and discussions and
evaluations, evaluations, evaluations, evaluations,
multivariate multivariate multivariate multivariate
statistics statistics statistics statistics, user
satisfaction
evaluation
EA EA2 (ENG lead), EA7 | EA4, EAS (SBT lead), | EA5 (SBT lead), EA4 | EA2 (ENG lead),
EA7 EA4, EAS, EA7

Outcome #3 (OUT3): simulation tools are developed for large-scale exercises to test the resilience of
operators and of specific sectors, and related training courses are designed. EA3, EA6, EA7

No. of Stress Tests
cl

Workforce Engagement in

Large-Scale Exercises

Training Completion Rate

what-if scenarios
will be designed
and simulated
within the Digital
Twin, in
collaboration with

all pilot leads

usability testing, guided
discussions and evaluations,

multivariate statistics

KPls 30+ designs for 50+ employees of Cl >50% of users of the Training
cross-x, all hazard | operators from 6+ sectors and | service complete the training
stress tests. 4+ EU MS actively participate | programme.

in large-scale exercises using
the ENDURANCE simulation
and training tools.
Methods | Ensuring that 30+ | Surveys, task base testing, Surveys, task base testing, usability

testing, guided discussions and
evaluations, multivariate statistics
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EA

EA3 (EVI-RO lead),
EA6, EA7

EA6 (INS lead with support of
EVI-RO), EA3, EA7

EA6 (EVI-RO lead), EA3, EA7

Outcome #4 (OUT4): measures by MS authorities to facilitate risk assessments by operators are identified,
including the assessment of cross-sector and cross-border interdependencies. EA1, EA2, EA4, EAS

Strategy Dialogue Rate Strategy Validation Rate Strategy Alignment Rate
KPls >80% of the Cl authorities >50% of the Cl authorities >30% of Cl authorities from
from the Working Group are from the the Working
a.ctively engaged in the Working Group are actively | Group align their practices
dialogue. engaged in with the
the validation of the ENDURANCE Strategy during
ENDURANCE the
Strategy. project.
Methods | Statistic Survey, interviews, Surveys, Adaptive
workshop discussion assessment
EA EA1 (ICS lead), EA2, EA4, EA1(ICS lead), EA2, EA4, EAS | EA1 (ICS lead), EA2, EA4,
EAS EAS

Outcome #5 (OUT5): provide common European guidance and support for the drafting of their resilience
plans to meet all the provisions of the proposed CER-Directive: risk analysis, domino effects, cross-sector
and cross-border analysis, standardised plans, educational and training tools. All EAs

Strategy Satisfaction Rate Resilience Plan Alighment Rate
KPIs >90% of the Cl authorities and operators from the | >30% of Cl operators from the Working Group
Working Group positively evaluate the Strategy on | align their resilience plans with the Strategy
Disruption Resilience. during the project.
Methods | Survey, interviews, workshop discussion Survey, interviews, workshop discussion,
Adaptive assessment
EA All EAs (EA1 ICS lead) All EAs (EA1 DBC lead)

Outcome #6 (OUT6): an all-hazards framework is created to support MSs in ensuring improved concepts
and instruments for the anticipation of risks to entities providing essential services, resulting in an
improved preparedness & response against disruptions of key sectors in the EU and enhanced resilience
of the EU market. All EAs
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KPIs >30% of Cl authorities from the | >30% of Cl operators and >90% of all identified threats
Working Group adopt the authorities and
Strategy during the project. from the Working Group adopt hazards are actively integrated

the into

ENDURANCE tools and services the risk and resilience
during assessment

the project. service.

Methods | multivariate statistics, multivariate statistics, multivariate statistics,
multivariate analyses, SWOT | multivariate analyses, SWOT | multivariate analyses, SWOT
analyses, surveys, usability analyses, surveys, usability analyses, surveys, usability
testing, guided discussions testing, guided discussions testing, guided discussions
and evaluations and evaluations and evaluations

EA All EAs (ICS lead) All EAs (ENG-lead) All EAs (SBT lead)

Wider impact aims and their Key Performance Indicators (KPIs)

Impact #1 (IMP1): ensured resilience of large-scale interconnected systems infrastructures and the entities
that operate them in in case of complex attacks, pandemics, natural/human-made disasters, impacts of
climate change. All EAs

Funded by the
European Union

KPIs >70% greater >70% greater >50% greater >30% greater >10%
awareness of cross-x | awareness of preparedness to | cost improvement in
interdependencies complex large-scale effectiveness in resilience /
among the Cl threats, disruptions compliance to availability of
employees. hazards, and among resilience- essential

risks among the Cl oriented services, on
the Cl employees. legislation (CER, | average per
employees. NIS2). entity.

Methods | Assessment of Cl Usability Usability Usability Future
employees via quiz | testing, data testing, data testing, data orientated
before and after collection and | collection and collection and assessments,
simulation and analyses, analyses, SWOT | analyses, data collection
training tools SWOT analyses, SWOT and analyses,
usage to showcase | analyses, survey, future analyses, cost benefit
this increase. survey, future | orientated survey, future analyses, user

orientated assessment, orientated satisfaction
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assessment, multivariate assessment,

multivariate analyses and multivariate

analyses and | statistic analyses and

statistic, user statistic

satisfaction

EA All EAs (EVI-RO All EAs (SBT | All EAs (INS All EAs (DBC All EAs (INS
lead) lead) lead) lead) lead)

Impact #2 (IMP2): upgraded systems for resilience of the operators and the protection of Cl to enable
rapid, effective, safe, and secure response and without substantial human intervention to complex threats
and challenges and better assess risks ensuring resilience and open strategic autonomy of European
infrastructures. EA2-EA6

Data Cross-X Risk Decision- Training Cost- | User Satisfaction &
Management | Assessment Making Effectiveness | Confidence Rate
Efficiency Rate | Effectiveness | Accuracy Rate

Rate Rate

KPls >80% reduction | >80% reduction | >75% accuracy | >30% greater >85% user satisfaction
in in the in Cost and
the time time required decision- effectiveness in | confidence when using
required to for cross-x making by CI Personnel our training tools and
access and risk assessment. | operators in training. services.
process CER- mitigating
relevant data. risks of

disruptions.

Methods | Usability Usability Task base Statistic Surveys, user
testing, data testing, data testing, data measure of interviews/workshop
collection and | collection and | collection number of for feedback
analyses, analyses, and analyses, | training tools | collection
SWOT SWOT cost benefit and related
analyses, analyses, analyses, costs
survey, future | survey, future | user
orientated orientated satisfaction,
assessment, assessment, usability
multivariate multivariate testing,
analyses and analyses and surveys,
statistic, user statistic, user
satisfaction satisfaction

EA EA2-EA6 (EA4- | EA2-EA6 (EA5- | EA2-EA6 EA2-EA6 (EA6- | EA2-EA6 (EA6- EVI-RO
SYN lead) SBT lead) (EA3-SBT EVI-RO lead) lead)

lead)
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Impact #3 (IMP3): resilient and secure smart cities are protected using the knowledge derived from the
protection of critical infrastructures and systems that are characterised by growing complexity. EA1, EA7

Smart City Stakeholder Smart City Reach Index Smart City Satisfaction Rate
Engagement Rate
KPIs >10% of Working Group 20+ of European smart cities/ / >85% of smart city
members will be representatives | smart city regions are directly representatives are satisfied with
of smart cities across Europe. influenced by the project in how the Strategy addresses the
terms of resilience challenges and needs of smart
enhancement. cities.
Methods | statistic PESTLE analyse, SWOT Survey, interviews, workshop
analyse, survey discussion
EA EA1 (ICS lead), EA7 EA1 (ICS lead), EA7 EA1 (ICS lead), EA7
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Conclusions and outlook

This deliverable presents the first update of the Impact Generation Strategy for the ENDURANCE project,
providing a comprehensive overview of the activities carried out during the initial phase and setting the
foundation for the upcoming stages. It consolidates the methodologies, tools, and frameworks established
across Work Package 11 to ensure that project results are effectively communicated, disseminated,
exploited, and aligned with evolving policy, market, and stakeholder needs.

During this first phase, significant progress has been made in defining the strategic approach to impact
generation. The initial identification of Exploitable Assets (EAs), the establishment of IPR management
tools and methodologies, the development of a communication and dissemination strategy, and the
introduction of an impact assessment framework have laid the groundwork for maximising the project’s
scientific, technological, societal, and policy contributions. Close collaboration with stakeholders,
participation in clustering activities, and engagement with related initiatives such as SUNRISE and
ATLANTIS have already strengthened the project’s visibility and fostered synergies within the wider
European resilience ecosystem.

Looking ahead, the second phase of the project will focus on refining exploitation plans, advancing
innovation management, and expanding stakeholder engagement to ensure the sustainable uptake of
ENDURANCE results. The Impact Assessment Methodology, to be presented in D11.3 at Month 21, will
provide a more detailed framework for monitoring the project’s contributions and quantifying its effects.
In parallel, further alignment with emerging policy frameworks, including the CER Directive, the NIS2
Directive and evolving standardisation efforts, will ensure that ENDURANCE’s outputs remain contextually
relevant and strategically positioned.

The final stage of the project will culminate in the delivery of the final impact assessment, the business
Plan and the sustainability roadmap at Month 36, providing a consolidated view of the project’s long-term
impact and future exploitation pathways. Through these coordinated efforts, ENDURANCE aims to deliver
tangible, measurable, and sustainable results, contributing to a safer, more resilient, and better-prepared
Europe.
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